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Abstract
Information security is an important aspect and supported by a report issued by the In-
ternal Audit Foundation entitled Risk in Focus 2024 Global Summary. The biggest risk
that will be faced in 2024 is Cybersecurity and Data Security with a score of 73% for the
global average. Based on a report issued by International Business Machine (IBM) enti-
tled Cost of a Data Breach Report 2023, takes an average of 204 days to find out about
a data leak by an affected agency or organization, and takes 73 days to overcome the
data leak. To realize this digitalization, an Audit Management System (AMS) system was
implemented which can accommodate the audit process starting from the Planning, Ex-
ecution and Reporting stages as well as follow-up process for recommendations process.
Using AMS is not without risks, access to AMS can be done without a Virtual Private
Network (VPN). In this research, a risk assessment was carried out based on the ISO/IEC
27005:2022 standard by proposing a method for calculating consequences based on the
data classification in the system and a method for calculating possibilities based on busi-
ness processes that have an impact on system vulnerabilities and risks that need to be
mitigated. ISO/IEC 27002:2022 will be used to anticipate risks. Results of the risk exam-
ination revealed that there were 24 risks with 1 very high-level risk, 3 high level risks,
8 medium level risks, 11 low level risks, and 1 very low-level risk in the XYZ internal
audit department.
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1. Introduction
Information security is an important aspect that needs to be maintained by organi-
zations. In its application, information security is aimed at protecting organizational
assets in the form of information against possible threats. This is supported by a report
issued by the Internal Audit Foundation entitled Risk in Focus 2024 Global Summary
which states that the biggest risk that will be faced in 2024 is Cybersecurity and Data
Security with a score of 73% for the global average [1].

Based on the Personal Data Protection Law (PDP) which been applied on 17
October 2022, it is stated that personal data controllers are obliged to carry out an
assessment of the impact of personal data protection if the processing of personal data
has the potential for high risk to the personal data subject [2]. With the existence of
the PDP Law, all agencies and organizations that have business processes or data in
which they process personal data need to adjust and preventive measures so as not to
violate the PDP Law.

XYZ company has several business lines that process data in the system. Diverse
business processes and applications that do not comply with security standards cause
different levels of confidentiality categories according to the level of sensitivity of
the data inputted in each business process of XYZ company. This requires a special
categorization for applications that process data with a certain level of confidentiality.
Based on information obtained from the interview results, it is known that one of the
applications used in one of XYZ company’s business lines has experienced a cyber
attack incident in the form of a ransomware attack.

Ransomware attacks are malicious software designed to encrypt data in a system
or device and prevent its owner from accessing the data. The ransomware attack also
resulted in data damage to one of XYZ company’s business lines. This threat not only
attacks applications used to process sensitive data resulting in high-risk personal data
leaks but also threatens institutions due to disruption of services at XYZ company.
Due to the ransomware incident, XYZ company took recovery steps by re-inputting
all data into the system. Data recovery after the ransomware attack took quite a long
time. Various system recovery efforts are made so that the system can function as
before.

Based on a document issued by The Institute of Internal Auditors (IIA) entitled
The IIA’s Three Lines Model, the task of internal audit is to ensure accountability
and report to the board of directors and maintain independence from management
responsibility, communicate suggestions to management and directors that are inde-
pendent and objective to support organizational achievements in order to encourage
and facilitate continuous improvement, as well as reporting any non-conformities to
the board of directors and implementing preventive actions according to the prob-
lems being faced [3].

In the long-term information technology plan, XYZ’s internal audit department
has plans to digitalize audit business processes and follow-up on recommendations.
Audit Management System (AMS) is an application that can accommodate the end-
to-end audit process and carry out follow-up actions for recommendations issued by
external auditors. The AMS implementation process is carried out by a vendor who is
an authorized partner in Indonesia and collaborates with a certified third party so that
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risks related to assets in the form of hardware and networks have been accommodated
by the third party. All the needs of XYZ’s internal audit department and a User
Acceptance Test (UAT) was carried out before AMS Go-Live.

The use of AMS is not without risks, it is not uncommon for auditors to need
sensitive and confidential data such as company financial reports or even logs of in-
cidents that occur in an application. With the highly sensitive information in the
AMS, special treatment and risk measurement methods are needed that can be ad-
justed to the potential impact of the data input into the AMS if it falls into the hands
of irresponsible parties.

Based on a report issued by International Business Machine (IBM) entitled Cost
of a Data Breach Report 2023, the average loss experienced by companies that expe-
rienced it was 4.45 million dollars. Apart from financial losses, the point of concern
in the report issued by IBM is that it takes an average time or what is called Mean
Time To Identify (MTTI) 204 days to find out if there is a data leak experienced by
the affected agency or organization, and it takes 73 days to overcome or Mean Time
To Contain (MTTC) (see Figure 1). If mapped based on the source of the threat,
it is known that vulnerabilities that are zero-day or newly discovered as well as vul-
nerabilities that are already known but have not been patched on the system have
quite high MTTI and MTTC, namely 272 days and 253 days in total to identify and
overcome data leaks that occur in agency or organization (see Figure 2) [4].

Figure 1. Time Required to Identify and Address Data Leaks

Figure 2. Time Required to Identify and Address Data Leaks Based on Attack Vector
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Based on the report issued by IBM, the author proposes that adjustments are
needed in the information security risk management process. In this research, a risk
assessment was carried out based on the ISO/IEC 27005:2022 standard as a refer-
ence for designing information security risk management supported by ISO/IEC
27002:2022 as a standard for anticipating risks that occur.

The results of this research are expected to be able to map the risks that exist in
AMS used by XYZ’s internal audit department and the likelihood and consequences
received if the threat occurs. The results of the mapping will be adjusted to the risk
acceptance criteria owned by XYZ’s internal audit department to get a more detailed
picture regarding which risks should be mitigated and accepted by management.

2. Literature Study
2.1 Audit
Audit is a process for collecting and examining evidence in the form of information
to report any differentiation that occurs between the information obtained and the
criteria that have been created and determined, where this audit activity is carried
out by someone who is independent and has competence in their field. An audit is
also a process that is carried out in a structured manner, and the results of the audit
must be informed to parties who have an interest in the agency or organization [5].

Internal audit is an independent activity, evaluating entities, processes or re-
sources objectively using appropriate criteria, and providing space for consultation
to increase value and optimize the performance of an agency or organization. These
activities will help the agency or organization achieve the desired goals by conduct-
ing evaluations where the results of the evaluation will be used to improve the risk
management process, internal control and governance within the agency or organi-
zation [6].

2.2 Risk
Risk can also be interpreted as the possibility of a loss event occurring. If a threat
shows weakness, then a loss event will occur. Based on the ISO 31000:2018 guideline,
risk can be defined as an effect that occurs due to uncertainty in objectives [7].

Risks can be categorized into several parts. This is possible if we look at the risks
from the impacts caused. There are five risk categories [8]:

a. Strategic risk is a risk related to the goals of an agency or organization. Strategic
risk is the risk with the highest level because it can result in the emergence of
other risks.

b. Reputational risk is a risk related to the reputation and image of an agency or
organization. Reputational risk is usually a risk that has a close correlation with
business processes in an agency or organization. Apart from that, this risk may
occur if the agency or organization is unable or fails to manage this type of risk.
other risks effectively.

c. Financial risk is a risk related to the financial condition of an agency or organi-
zation.
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d. Compliance risk is a risk related to reputation or rules within an agency or or-
ganization where this compliance risk is caused by an agency or organization’s
non-compliance with applicable regulations, laws, standards and ethics.

e. Operational risk, which is a risk related to the system running in an agency or
organization, which consists of human resources, processes running internally,
and the technology used.

Figure 3. Principles in Risk Management

Risk management is an activity carried out in a coordinated manner within an
agency or organization to direct and manage risks. In Figure 3 there are 8 risk man-
agement principles which are the basis for managing risk. These principles are very
important things to consider when designing and determining the risks that exist in
an agency or organization [7]:

a. Integrated - Risk management is something that is combined and related to all
existing processes in an agency or organization.

b. Structured and Comprehensive - Risk management is a structured and compre-
hensive activity, so that it has an impact on consistent and comparable results.

c. Customized - Customization of the framework used in the risk management pro-
cess is carried out so that it can be adapted to the external and internal context
and objectives of the agency or organization.

d. Inclusive - Risk management must involve stakeholders appropriately and regu-
larly to result in increased awareness and an informed risk management process.

e. Dynamic - Risk management is always undergoing adjustments because over
time there may be risks that change, either increasing or disappearing, so risk
management is expected to be able to overcome, carry out early detection, rec-
ognize and respond to incidents quickly and accurately.

f. Best Available Information - Risk management requires sources of historical in-
formation and current conditions, as well as future expectations so that it can carry
out accurate calculations regarding the limitations and uncertainties between that
information and expectations. Information must be timely, clear and available to
relevant stakeholders.
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g. Human and Cultural Factors - Risk management calculates human resource fac-
tors and habits and culture at every level within the agency or organization.

h. Continual Improvement - Risk management supports continuous improvement
based on learning and experience gained over time.

2.3 Information Security
Information security is an effort made by an agency or organization to protect in-
formation from various threats that come from internal and external to ensure that
business processes can continue and minimize risks that occur and increase returns
on investment in the business carried out. There are three main components that are
the basis of information security, namely Confidentiality, Integrity, and Availability
[9].

Confidentiality where information can only be accessed and obtained by autho-
rized parties so that it can be used according to its function and avoid misuse by
unauthorized parties. Integrity, where this component ensures that the information
obtained is not changed and is not deleted by unauthorized parties. Availability means
that information must be able to be accessed and used when needed by parties who
have an interest in the information.

The risk assessment process purpose is to evaluate things that could go wrong,
the likelihood of occurrence in incident, and the impact which can be harm the
organization if incident occur. Information security risk assessment process ranks IT
assets based on prioritization of the assets and relating it with levels of associated risk
and potential damage that could occur. The purpose is to optimize IT resource that
organization have with prioritizing potential incident and impact for organization. It
is also helps organization benchmark their current security practices against industry
standards [10].

Commonly the information security risk management and control frameworks
used are ISO/IEC 27005:2022, NIST SP 800-30 Revision 1, and ISO 27002:2022.
ISO/IEC 27005:2022 is the latest standard issued by the International Organiza-
tion for Standardization (ISO) and the International Electronical Commission (IEC)
and replaces ISO/IEC 27005:2018, where this standard is a reference for carrying
out information security risk management processes. The application of ISO/IEC
27005:2022 is not limited to specific agencies or organizations but can be used by all
agencies or organizations so that a risk management process can be carried out to
safeguard risks so that they do not endanger the assets of the agency or organization
[11].

ISO/IEC 27005 are one of ISO/IEC 27000 series that consist of various standards
in IT security, cybersecurity and privacy protection that are vital for companies and
organizations. ISO/IEC 27005 is implementation of the information security risk
requirements specified in ISO/IEC 27001 that enables organizations to form an in-
formation security committee to make information security policy. The focus of
information security risk management will further be discussed on ISO/IEC 27005
[12].

Figure 4 illustrates the information security risk management process contained
in ISO/IEC 27005:2022 [11].
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a. Context Establishment which consists of 4 important components, namely con-
siderations taken by the organization, identifying the main needs of interested
groups, conducting risk checks, and establishing and always updating risk secu-
rity criteria.

b. Risk Assessment, which in this context consists of 3 parts, namely identifying
risks that may occur, analyzing the risks that have been identified, and evaluating
the results of the analysis.

c. Risk Treatment, in this context, determines what steps the agency or organization
needs to take to overcome the results of the risk assessment process.

d. Communication and Consultation where it is necessary to communicate with
external and internal parties in an agency or organization, and the steps to be
taken if these risks occur.

e. Documented Information where all information related to the information secu-
rity risk management process in the agency or organization must be documented.

Figure 4. Risk Management Process in ISO/IEC 27005:2022

NIST SP 800-30 is one of the frameworks used as a reference in carrying out risk
assessments such as ISO/IEC 27005:2022.
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NIST SP 800-30 can be used to conduct risk assessment of informational sys-
tem in organization as complement of NIST SP 800-39 guidance. NIST SP 800-39
provide guidance for an integrated, organization-wide program for managing infor-
mation security risk to organizational operations. NIST SP 800-30 also can be used
to complete ISO 27005 standard in performing risk assessments [13].

Figure 5 illustrates the flow of procedures for implementing risk assessments in
NIST SP 800-30 [14].

Figure 5. Risk Assessment Process in NIST SP 800-30

There are several processes in carrying out risk assessment:

a. Prepare for Assessment, at this stage identifies the context of the risk assessment
process,

b. Conduct Assessment, at this stage a list of information security risks is obtained
which can be prioritized based on the level of risk and this will be used to deter-
mine decisions regarding the response to be taken.

c. Communicate Results, at this stage the directors of the agency or organization
receive the results of the risk assessment of the agency or organization as material
for decision making

d. Maintain Assessment, at this stage the risk assessment process is to update the
organizational risks that support continuous monitoring of decisions taken in risk
management.

ISO/IEC 27002:2022 is the latest standard issued by the International Organiza-
tion for Standardization (ISO) and the International Electronical Commission (IEC)
and replaces ISO/IEC 27002:2013, where this standard is a reference that contains a
set of controls for information security along with guidelines in apply these controls.
ISO/IEC 27002:2022 was created based on ISO/IEC 27001 and is used to implement
information security controls for agencies or organizations based on an internation-
ally recognized framework and is useful as a reference for specialized agencies or
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organizations in managing information security. In the ISO/IEC 27002:2022 docu-
ment it consists of 3 main structures [15]:

a. Clauses containing existing controls within the organization, controls for the
human resources category, physical security controls, as well as security controls
for the technology used.

b. Themes and attributes where control is categorized into 4, namely human re-
sources, physical, technological, or if categorized as agency or organizational risk.

c. A control layout consists of a control title, attribute table, controls, objectives,
guides, and other information.

Based on the literature study process related to risk management frameworks
which has been explained in detail in the previous sub-chapter, a comparison of the
risk management frameworks is carried out:

a. In the ISO/IEC 27005:2022 framework, which is a framework with the topic of
information security risk management, it is more suitable when used to assess
risks that exist in the context of information security. This framework uses 6
processes to produce reports on risk management information security.

b. In the ISO 31000:2018 framework, which is a framework on the topic of risk
management in general and can be applied to all sectors without exception, this a.
framework was not specifically created to assess risks in the context of information
security.

c. In the NIST SP 800-30 Revision 1 framework, the framework with the topic
of information security risk management is more suitable when used to assess
risks that exist in the context of information security. This framework uses 4
processes to produce reports on risk management, information security, and other
information.

Table I below is a comparison table of information management frameworks.

Table 1. Comparison of Risk Management Frameworks

Criteria ISO/IEC 27005:2022 ISO 31000:2018 NIST SP 800-30
Revision 1

Publisher ISO/IEC ISO NIST

Publish Year 2022 2018 2012

Scope Processes related to
information security

Can be implemented
in all existing risk
types and sectors

Processes related to
information security

Risk Management
Process

6 stages 6 stages 4 stages

Company scale Large/ massive scale
companies

Large/ massive scale
companies

Large/ massive
scale companies

Organizational Level
Targets

Management and
Operations

Management and
Operations

Management and
Operations
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In this research, the ISO/IEC 27005:2022 information security risk management
framework was chosen as the basis for the development that will be carried out by
the author. ISO/IEC 27005:2022 was chosen because it has more detailed steps in the
risk assessment process. ISO/IEC 27005:2022 is also based on ISO 27001 which is
a standard that contains reference requirements that must be provided by agencies
or organizations related to information security management systems. With this
connection, in this research the author uses ISO/IEC 27002:2022 as the standard.
used to control existing risks where ISO/IEC 27002:2022 is based on ISO/IEC 27001.

Table II presents related research to the theme raised, namely the preparation of
an information security risk management framework.

Table 2. Related Research

Name Research Title Description

Ricko Dwi Pambudi
(2023)

Design and Analysis of
Security Risk

Management for the
Supervision Management

Information System
(SIMWAS) at XYZ Agency

Using ISO/IEC 27005:2018
and NIST SP 800-30 as a
method for conducting
risk assessments and

using ISO/IEC 27002:2022
as a reference for

controlling existing risks.

Mohamad Lutfi Ismail
(2022)

Information Security Risk
Assessment Using

ISO/IEC 27005 Case
Study: PT XYZ Personnel

Information System

Using ISO/IEC 27005:2018
as a method for
conducting risk

assessments and using
ISO/IEC 27002:2022 as a
reference for controlling

existing risks.

Amalia Fitri Kurnia Dewi
(2022)

Design of an Information
Security Risk

Management Framework
Based on Risk Profiling

Studies in the Health
Sector (Case Study of

Health Service Facilities
in Indonesia)

Combining ISO/IEC
27005:2018, NIST SP

800-39, NIST SP 800-30,
ISSP Risk Assessment

Framework, and
Facilitated Risk Analysis
and Assessment Process

(FRAAP) to design an
information security risk
management framework

in the health sector

3. Research Methodology
Several stages were used to produce conclusions, the stages carried out were formulat-
ing the problem that occurred, conducting a literature study, preparing the methods,
and instruments used in the research. This study used qualitative research methods.
Qualitative research methods are research procedures that produce descriptive data
in the form of written or spoken words from individuals and observed behavior [16].
The research stages can be seen in Figure 6.
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Figure 6. Research Methodology

In the first stage, problem identification is observing the as is condition and in-
cident report in audit internal XYZ department. The output of this stage are lists of
business process, problems, research questions, scope, and purpose of this research.
Next, the researcher conducted a literature study according to the research prob-
lem. Information was collected by searching for theories, concepts and definitions
by reading scientific papers from IEEE Xplore. From this stage, researchers get a
theoretical framework a risk assessment process was carried out using the ISO/IEC
information security risk management framework 27005:2022.

The third stage is preparation of research instruments and methods. In this stage
researchers decide the research flow, data collection methods, data collection instru-
ments, and methods used to carry out data analysis. Qualitative methods were used
to conduct data analysis. The data sources used were interview transcripts and doc-
uments obtained. The data collection method used in this study is by conducting
interviews with two stakeholders who directly interact with AMS and the infor-
mation contained in the system and also conducting literature studies on documents
obtained and reports with supporting topics. The information that we want to ob-
tain from interviews with sources is the risk appetite of the internal audit department,
incident reports on AMS, and possible threats and vulnerabilities. Table III shows a
list of stakeholder sources and data to be obtained from the results of the interviews.

Table 3. List of Stakeholder and data obtained

Stakeholders Obtained Data

Risk Officer in Audit Internal
Department

XYZ internal audit department risk
appetite, incident reports that

occurred at AMS

IT Audit Manager The objectives of XYZ internal audit
department, XYZ internal audit

department business processes,
AMS key and supporting assets and
possible threats and vulnerabilities.
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The research instrument used was a list of interview questions created based on
the context of information security risk management in AMS at XYZ internal audit
agency. There are 10 questions for Risk Officer in Audit Internal Department and 9
questions for IT Audit Manager.

The data processing method used in this research is to carry out thematic analysis.
In this research, the coding process in thematic analysis was carried out to give marks
or labels to data related to this research which was collected from the interview pro-
cess [17]. The data processing tools used are Microsoft Word and Microsoft Excel.
Table IV below explains the labeling information used in this research.

Table 4. Information Labeling

Related Information Code

Main assets in AMS MA

Supporting assets in AMS SA

Vulnerability V

Threat T

The fourth stage is doing risk identification and data collection. This research
collect data with interviews. The resource persons are staff at the XYZ internal audit
agency who serve as Risk Officer and Audit IT Manager. The output are transcripts
of interview results, documents containing objectives and controls, assets, risk accep-
tance criteria, threats and vulnerabilities.

The five stages, researchers use data on threats, vulnerabilities, and possible oc-
currences in AMS. The data is then processed, and risk estimates are carried out using
consequence criteria and likelihood criteria which are adjusted to the needs of the in-
ternal audit department. Next stages, evaluation of existing risks is carried out and
adjusted to the risk acceptance criteria described through interviews with sources
with a background as a risk officer in the internal audit department. After that the
next stage is risk acceptance. At the risk acceptance stage, adjustments are made to
existing risks and grouped according to risk acceptance criteria.

The last stage is risk handling. The risk handling stage is carried out using in-
formation security control criteria. The control recommendations that will be sug-
gested in this research will be based on an information security control framework
that is relevant to the information security risk management framework used in this
research.

4. Analysis and Test Result
4.1 Context Establishment
Based on the results of interviews with stakeholders, it is known that there needs to
be data classification to assess how sensitive the data contained in the system used at
XYZ company. In this study, information classification categories are added to the
consequence criteria, this is based on the differences in data types in the system, where
systems that have data with limited and confidential classifications will have higher
consequences if the data falls into the hands of irresponsible parties. The information
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classification category in this consequence criterion can be applied to all risks in the
system that arise when the risk assessment process is carried out.

This categorization of consequence levels has been discussed with stakeholders so
that it is aligned with the needs of XYZ company. The following is Figure 7 that
contains the proposed scheme in the consequence criteria.

Figure 7. Proposed Consequence Criteria

Based on IBM’s report on data leaks, it cannot only be based on the frequency of
occurrence but also needs to consider other things such as whether a vulnerability
check has been carried out on the system or the use of firewall devices to provide pro-
tection and ensure that vulnerabilities in the system have been identified and closed. In
this study, a vulnerability check category was added to the system for the likelihood
criteria. The results of interviews with stakeholders confirmed that it was necessary
to conduct vulnerability checks on the systems owned by XYZ company. This was
because XYZ company had various business lines so that it had various systems to
accommodate different business processes.

The system vulnerability check category in this likelihood criteria can only be
applied to risks with a vulnerability category in the system. If other risks arise be-
sides system vulnerabilities, the frequency of occurrence criteria can be used. The
following are Figure 8 the likelihood criteria that can be applied related to system
risks.

Figure 8. Proposed Likelihood Criteria

This research is using risk evaluation criteria using ISO/IEC 27005:2022 that
consists of a risk matrix generated by multiplying both consequence and likelihood.
The risk acceptance criteria in the internal audit department are to reduce the likeli-
hood of risk occurring or the impact of risk, by mitigating high and very high risks
and accepting and maintaining risk levels for medium, low and very low risks.
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4.2 Risk Identification
Based on the results of interviews conducted with the IT audit manager and risk
officer of the internal audit department, it was discovered that:

a. There are 16 main assets (MA) in the form of business processes and data and 14
supporting assets (SA) in the form of hardware, software, and human resources.

b. There are 18 potential threats (T) that could have a negative impact on the assets
owned by the XYZ internal audit department.

c. There are 19 potential vulnerabilities (V) that can be exploited and have a negative
impact on assets owned by the XYZ internal audit department.

Based on data related to assets, threats, and vulnerabilities in the XYZ internal au-
dit department, a risk compilation was carried out and 24 potential risks were found,
of which 24 risks contained 6 risks related to vulnerabilities in the following system
(R8, R9, R10, R15, R16, R17) the list of risks in the XYZ internal audit department
are presented in Table V.

Table V shows that there are 4 asset categories consist of hardware, software,
people, and business process and data, where in the hardware category there are 5
risks, in the software category there are 6 risks, in the people category there are 10
risks, and in the business process and data category there are 3 risks. The risk data
obtained is then confirmed with the stakeholders to ensure the accuracy of the risks
obtained by mapping the results between the main assets and supporting assets owned
by XYZ internal audit department with possible threats and vulnerabilities contained
in the system and XYZ internal audit department.

Table 5. Risk Identification

Asset Category Threat Vulnerability Risk
Code

T7 V16 R1
T11 V13 R2

Hardware T2 V1 R3
T13 V2 R4
T1 V3, V6 R5

T3 V6 R6
T14 V13 R7

Software T15 V3, V4, V11,
V6, V5, V18

R8

T9 V3, V4 R9
T10 V3, V4 R10
T18 V3, V4, V19 R11



IJECBE 409

Asset
Category

Threat Vulnerability Risk
Code

T4 V10, V9 R12
T5 V10, V9 R13
T6 V10, V9 R14

T8 V10, V9, V14,
V17, V4

R15

People T9 V7, V15, V14,
V17, V4

R16

T10 V7, V15, V14,
V17, V4, V12

R17

T16 V7, V15, V14,
V17, V12

R18

T17 V8 R19
T18 V10, V19 R20
T12 V7 R21

Business T15 V3, V6 R22
Process T10 V7, V12 R23

and Data T16 V7, V12 R24

4.3 Risk Estimation and Evaluation
Table VI shows that based on the calculation of the consequences and likelihood of
the risk and then mapped into a risk matrix so that the risk level is known at very
low, low, medium, high or very high levels. There is 1 risk with a very high level,
3 risks with a high level, 8 risks with a medium level, 11 risks with a low level, and
1 risk with a very low level. For 6 risks (R8, R9, R10, R15, R16, R17) related to the
possibility of vulnerability in the system, all are low-level risks.

Table 6. Risk Level

Risk Code Consequence Likelihood Risk Level

R1 5 1 5 (Low)

R2 3 1 3 (Low)

R3 5 1 5 (Low)

R4 5 3 15 (High)

R5 2 1 2 (Very Low)

R6 5 1 5 (Low)

R7 5 1 5 (Low)

R8 5 2 10 (Medium)

R9 5 2 10 (Medium)
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Risk Code Consequence Likelihood Risk Level

R10 5 2 10 (Medium)

R11 5 1 5 (Low)

R12 5 1 5 (Low)

R13 5 2 10 (Medium)

R14 5 5 25 (Very High)

R15 5 2 10 (Medium)

R16 5 2 10 (Medium)

R17 5 2 10 (Medium)

R18 5 2 10 (Medium)

R19 3 4 12 (High)

R20 5 1 5 (Low)

R21 3 2 6 (Low)

R22 4 4 16 (High)

R23 5 1 5 (Low)

R24 5 1 5 (Low)

4.4 Risk Acceptance and Handling
Based on risk acceptance criteria, there are 4 risks that need to be mitigate (R4, R14,
R19, R22). Table VII shows control from ISO/IEC 27002:2022 which matches the
risks in high to very high category in XYZ internal audit department, this table also
states that the PIC is responsible for carrying out controls in accordance with ISO
27002:2022.

Risk
Code

Risk
Level

PIC
Controls Using

ISO/IEC
27002:2022

R4 15
(High)

Institution and
Internal Audit
Department

6.3 Information
Security Awareness,
Education and
Training
There is a need to
provide training to
employees regarding
awareness of system
security, and regular
socialization of
system security
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policies that are
relevant to the main
tasks and functions of
employees.

R14
25

(Very
High)

Institution and
Internal Audit
Department

6.3 Information
Security Awareness,
Education and
Training
There is a need to
provide training to
employees regarding
awareness of system
security, and regular
socialization of
system security
policies that are
relevant to the main
tasks and functions of
employees.

R19 12
(High)

Internal Audit
Department

5.2 Information
Security Roles and
Responsibilities
Information security
roles and
responsibilities should
be defined and
allocated according to
the needs of the
organization.

5.26 Response to
Information
Security Incidents
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R22 16
(High)

Institution and
Internal Audit
Department

Information security
incidents that occur
must be responded to
and documented to
ensure that the
incident response is
effective and efficient.
6.8 Information
Security Event
Reporting
The organization shall
provide a mechanism
for personnel to report
observed or suspected
information security
events through
appropriate channels
in a timely manner.

5. Conclusion
Based on the results of the risk examination, it is known that there are 24 risks in the
XYZ internal audit department. There is 1 risk with a very high level, 3 risks with a
high level, 8 risks with a medium level, 11 risks with a low level, and 1 risk with a very
low level. With the proposed likelihood categorization, it is known that there are 6
risks associated with the system and it has a low risk level because a vulnerability check
has been carried out by the provider in July 2023. Risk appetite in XYZ internal audit
department, there are 4 risks whose potential occurrence or impact will be reduced
by carrying out mitigation and there are 20 risks whose risk levels will be accepted
and maintained.

The results of the risk assessment using proposed likelihood and consequences
criteria can represent in more detail the level of risk that may not be detected by
the user or fail to be detected by the security system in the event of a zero-day cyber
attack. In its application to the internal audit department of XYZ, it is known that data
has been categorized, although it is not that detail, but if the proposed consequence
criteria are applied to companies that do not have data categorization, it can be used to
help find out how vital the data is and how much impact it will have on the company
if there is data theft or damage.

For the next research, an analysis can be carried out regarding the costs that must
be incurred to handle the risks that exist in the AMS used by XYZ’s internal audit
department. It is necessary to validate the results of interviews conducted in this
research by Subject Matter Experts (SME) from external parties to reduce the level
of subjectivity in this research.
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