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Abstract
Security incidents often leave related traces across endpoint and network sources, but these
traces may remain fragmented when each source is analyzed separately. This paper presents
a hybrid endpoint-network correlation framework for incident-oriented analysis. The
framework combines rule-based evidence and machine-learning-supported suspiciousness
to retain candidate endpoint events and network flows, then correlates them using temporal
proximity, entity consistency, and behavioral relevance. The evaluation uses three public
SAPPAN host-network scenarios: Drupal vulnerability scenario-successful, Samba file-
sharing known-creds, and Samba file-sharing reconnaissance. In the Drupal scenario,
the framework retained 14 endpoint candidates and 3 network candidates, producing 8
hard links and 32 soft links. In the Samba known-creds scenario, it retained 4 endpoint
candidates and 3 network candidates, producing 8 hard links and 4 soft links. In the
reconnaissance scenario, no endpoint candidates were retained, while 2011 network flows
were preserved as network-dominant evidence, resulting in a network-only context.
These results show that the framework can organize retained evidence into linked or
one-sided incident context without forcing unsupported endpoint-network relations. The
study remains limited to scenario-level validation and does not claim event-level detection
performance.

Keywords: endpoint-network correlation, incident-oriented analysis, security event correlation, endpoint-
evidence, network flow analysis, hybrid security analysis, machine-learning-supported suspiciousness,
scenario-level evaluation

1. Introduction
Security incidents are often difficult to interpret when endpoint and network evidence
are analyzed separately. Endpoint logs may show process execution, command-line
activity, user context, or host-level behavior, while network flows may show service
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access, communication direction, protocol use, and scanning patterns. Each source
provides useful evidence, but each source also gives only a partial view of the incident.
A suspicious command may need network context to explain its role, while suspicious
traffic may remain unclear without host-side activity [1], [2], [3], [4].

This problem is relevant beyond a single attack type. Previous ransomware studies
show that runtime behavior and host-side traces can reveal suspicious activity beyond
static signatures [5], [6], [7]. Broader security studies also show that system logs and
flow-level traffic can support anomaly detection and incident analysis from different
perspectives [1], [2], [3], [4]. However, when these sources are handled independently,
the result is often a set of isolated suspicious records rather than a connected incident
context.

Correlation is therefore important for incident-oriented analysis. In network
forensics and security monitoring, correlation has been used to connect heteroge-
neous observations and support incident understanding [8], [9]. Context-oriented
approaches such as DEEPCASE [10] and HOLMES [11] also show that relationships
between events can be as important as individual event scores. Recent work on secu-
rity event correlation further highlights that linking evidence across different sources,
timestamps, and formats remains a practical challenge [12].

This paper proposes a hybrid endpoint-network correlation framework for incident-
oriented security analysis. The term hybrid refers to the use of both rule-based in-
dicators and machine-learning-supported suspiciousness in the endpoint-side and
network-side analysis layers. Rule-based analysis is used to capture explicit and ex-
plainable behavior patterns, while machine learning is used only as a supporting layer
to preserve additional suspicious candidates. The ML output is not treated as a final
attack classification result.

The framework works in three analytical stages. First, endpoint-side analysis
retains candidate host events based on rule evidence or ML-supported suspiciousness.
Second, network-side analysis retains candidate flows that show relevant service,
communication, or scan-like behavior. Third, the retained endpoint and network
candidates are correlated through temporal proximity, entity consistency, and behav-
ioral relevance. This design avoids correlating all raw records directly and instead
focuses the correlation process on evidence that already carries analytical value.

The evaluation uses three public host-network scenarios from the SAPPAN dataset:
Drupal vulnerability scenario-successful, Samba file-sharing known-creds, and Samba
file-sharing reconnaissance [13], [14]. These scenarios provide different evidence
distributions. Drupal and Samba known-creds contain both endpoint and network
evidence, while Samba reconnaissance is dominated by network-side scanning behav-
ior. Since these scenarios do not represent complete ransomware execution, this paper
is framed as incident-oriented endpoint-network correlation rather than ransomware-
specific detection.

The ground truth is also used with caution. SAPPAN provides scenario-level
descriptions and expected evidence, not complete event-level labels for every endpoint
record, network flow, or endpoint-network pair [13], [14]. For this reason, the
framework is not evaluated as a binary classifier using accuracy, precision, recall, F1-
score, or ROC-AUC. Instead, the evaluation focuses on candidate preservation, rule-
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only/ML-only/hybrid contribution, endpoint-network correlation, and alignment
with scenario-level evidence.

The scope of this paper is intentionally limited. The framework is interpreted as an
incident-oriented correlation approach for organizing retained endpoint and network
evidence into linked or one-sided context. It does not claim universal detection
coverage or universally valid thresholds for all operational environments. The main
purpose is to examine how rule-based evidence, ML-supported suspiciousness, and
endpoint-network correlation can work together under controlled public scenarios.

The contributions of this paper are summarized as follows. First, it presents a
staged hybrid framework in which endpoint and network layers produce candidate
evidence rather than final alert verdicts. Second, it clarifies the role of machine
learning as a suspiciousness-support layer, not as the main decision engine. Third, it
defines a correlation mechanism based on temporal proximity, entity consistency, and
behavioral relevance. Fourth, it separates hard links, soft links, unsupported relations,
and network-only context so that cross-source relations are not forced when the
available evidence is asymmetrical.

2. Related Work
2.1 Behavioral and Endpoint-Side Analysis
Behavioral analysis has been widely used in security research because many attacks
leave traces through runtime activity, even when static indicators are incomplete. In
ransomware studies, Kharraz et al. showed that malicious behavior can be observed
from interactions with user data and desktop artifacts [5]. Sgandurra et al. also
demonstrated that dynamic analysis combined with machine learning can capture
behavioral patterns across ransomware families

[6]. These studies show that host-side behavior is useful as evidence, especially
when the analysis needs to look beyond signatures.

Endpoint-side analysis extends this idea by using logs, process activity, command
execution, and user context to understand what happens on a host. DeepLog, for
example, shows that system logs can be modeled to detect abnormal sequences [2],
while host-behavior studies indicate that endpoint records can reveal activity patterns
relevant to security analysis [3]. However, endpoint evidence alone does not always
explain the full incident. A suspicious command or process may still need network
context to show whether it is connected to service access, scanning, exploitation, or
follow-on communication.

2.2 Network-Side Security Analysis
Network-side analysis provides another view by focusing on communication behavior.
Flow-based monitoring can represent traffic through features such as source and des-
tination addresses, ports, protocol, duration, bytes, and packets [1]. These features are
useful for observing service interaction, scanning behavior, or unusual communication
patterns. Studies on network intrusion datasets also show that network traffic can
support security analysis across different attack conditions [4], [14].

Even so, network evidence has its own limitation. A flow can show that communi-
cation happened, but it may not identify the host-side action behind it. This becomes
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important in incident analysis because traffic patterns may have different meanings
depending on the endpoint context. For example, service access over SMB may be
more meaningful when it is connected with authentication or command-related
traces, while scanning traffic may need to be treated as network-dominant evidence
when endpoint support is weak. This is why endpoint and network analysis are better
treated as complementary layers.

2.3 Hybrid Analysis and Event Correlation
Hybrid analysis is useful because rule-based and machine-learning-based methods
serve different roles. Rule-based detection can capture known behavior patterns in
an explainable way, while machine learning can provide suspiciousness scoring for
records that may not be strongly captured by rules. In this study, machine learning is
not used as the final decision engine. It only supports candidate preservation before
correlation, which follows the framework design used in the thesis.

Correlation is needed because incident evidence is often fragmented. Raftopoulos
et al. showed that network forensics depends on connecting heterogeneous records
to support incident diagnosis [8]. Špaček and Čeleda also showed that correlating
flows and logs can improve threat detection by combining different monitoring
perspectives [9]. Context-oriented systems such as DEEPCASE and HOLMES further
highlight that relationships among events can be important for understanding an
attack sequence, not only the individual event score [10], [11]. Recent survey work
also confirms that multi-source event correlation remains difficult because security
data may differ in source, format, timing, and meaning [12].

For this reason, correlation should not be treated as a simple record join. A useful
correlation process needs to consider whether endpoint and network observations
are close in time, whether they share related entities, and whether their behaviors
make sense together. These dimensions are important so that the framework can
form linked context when evidence supports it, while still allowing network-only or
unsupported conditions when the evidence is asymmetrical.

2.4 Research Gap
Previous studies provide strong foundations for behavioral analysis, endpoint analytics,
network-flow analysis, and event correlation. However, many of them focus on one
side of the evidence or one detection objective. Endpoint-focused studies may identify
suspicious host behavior, but they do not always connect it with communication
evidence. Network-focused studies can reveal traffic patterns, but they may not
explain the host-side activity behind the traffic. Correlation-oriented studies address
fragmented evidence, but they do not always start from a staged endpoint-side and
network-side candidate-preservation process.

This study is positioned in that gap. It does not propose a new machine-learning
algorithm or claim a universal detection model. Instead, it combines rule-based
indicators and machine-learning-based suspiciousness scoring to preserve candidate
evidence from endpoint and network data. These candidates are then correlated
using temporal proximity, entity consistency, and behavioral relevance. The intended
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contribution is a controlled incident-context construction process, not a claim of
general detection superiority.

Table 1. Comparative Position of Prior Work

Study Main
Focus

Evidence
Source

Evaluation
/ Dataset
Scale

Correlation
Granular-
ity

Reported Out-
put

Position Relative to This
Study

Kharraz
et al. [5]

Automated
ran-
somware
behavior
analysis

Endpoint-
side
runtime
behavior

Large-
scale
ransomware-
focused
dynamic
analysis

No
endpoint-
network
correla-
tion

Ransomware
behavior de-
tection

Provides ransomware be-
havior background, but
does not focus on cross-
source incident correla-
tion

Sgandurra
et al. [6]

Dynamic
ran-
somware
analysis
using
machine
learning

Endpoint-
side
behav-
ioral
traces

Ransomware-
family-
oriented
analysis

No
endpoint-
network
correla-
tion

ML-based
ransomware
detection

Shows the value of be-
havioral ML, but remains
focused on ransomware
detection rather than
incident-context con-
struction

Hofstede
et al. [1]

Flow
monitor-
ing and
network
traffic
analysis

Network
flows

Network
moni-
toring
and flow-
analysis
perspec-
tive

Flow-
level
analysis
only

Flow-based
traffic visibility

Provides network-flow
foundation, but does
not link flows with
endpoint-side activity

DeepLog
[2]

Log
anomaly
detection
using
deep
learning

System
logs

System-
log
sequence
modeling

Event-
sequence
modeling
within
logs

Anomaly de-
tection and
diagnosis

Supports log-based
anomaly analysis,
but does not address
endpoint-network evi-
dence linkage

Raftopoulos
et al. [8]

Log corre-
lation for
network
forensics

Heterogeneous
forensic
logs

Network-
forensicsoriented
analysis

Cross-log
forensic
correla-
tion

Incident diag-
nosis support

Supports the need for
correlation, but does
not define the staged
endpoint-network candi-
datepreservation design
used in this study

Špaček
and
Čeleda
[9]

Threat
detection
through
flow and
log corre-
lation

Network
flows and
logs

Flow-log
corre-
lation
experi-
ment

Crosssource
correla-
tion

Threat detec-
tion support

Closely related in moti-
vation, but this study fur-
ther separates rule/ML
candidate preservation
and hard/soft relation
output

DEEPCASE
[10]

Contextual
analysis
of se-
curity
events

Security
event se-
quences

Event-
context
learning
setting

Contextual
event se-
quence
analysis

Semisupervised
event interpre-
tation

Shows the importance
of event context, but
does not directly focus
on paired endpoint-
network correlation for
the evaluated SAPPAN
scenarios

HOLMES
[11]

Correlation
of sus-
picious
informa-
tion flows
for APT
detection

Host and
informa-
tionflow
evidence

APT-
oriented
corre-
lation
setting

Suspicious
informa-
tionflow
correla-
tion

Multi-stage at-
tack detection
context

Strong correlation-
oriented reference,
but its objective and
evidence model differ
from the lightweight
scenario-level endpoint-
network correlation in
this study
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Levshun
and
Kotenko
[12]

Survey of
AI tech-
niques for
security
event cor-
relation

Multi-
source
security
events

Literature
survey

General
securi-
tyevent
corre-
lation
models

Taxonomy,
challenges,
and opportuni-
ties

Establishes that multi-
source event correlation
remains challenging and
motivates the need for
interpretable correlation
design

This
study

Incidentoriented
end-
point-
network
correla-
tion

Endpoint
events
and
network
flows

Three
public
SAPPAN
host-
network
scenar-
ios

Pair-level
end-
point-
network
relation
with
hard,
soft,
nolink,
and net-
workonly
outputs

Scenariolevel
incident con-
text

Focuses on preserving
candidate evidence and
organizing it into linked
or onesided incident
context without claim-
ing universal detection
performance

Prior work shows that endpoint behavior, network-flow analysis, and security-
event correlation each provide useful but different views of an incident. Ransomware-
oriented studies such as Kharraz et al. [5] and Sgandurra et al. [6] show the importance
of behavioral evidence, while flow-monitoring work explains how communication-
level traces can support network visibility [1]. Log and event-correlation studies
further show that relationships between records are important for incident interpreta-
tion [8], [9], [12]. Context-oriented systems such as DEEPCASE [10] and HOLMES
[11] are especially relevant because they demonstrate that security events should not
be interpreted only as isolated records.

However, the objective of this study is narrower than those systems. This paper
does not claim to replace existing event-correlation frameworks or provide a universal
detection model. Instead, it focuses on a staged endpoint-network correlation process
for the available SAPPAN scenarios. Endpoint and network records are first preserved
as candidates through rule-based evidence and ML-supported suspiciousness. The
retained candidates are then correlated through temporal proximity, entity consis-
tency, and behavioral relevance. The main distinction is that the framework explicitly
separates stronger links, weaker links, unsupported pairs, and network-only context.
This is important because the evaluated scenarios do not always contain balanced
endpoint and network evidence.

3. Proposed Method
3.1 Proposed Analytical Design
The proposed method is designed as a staged analytical framework for constructing
incident context from endpoint and network evidence. The input to the analytical
stage consists of endpoint events and network flows from the evaluated SAPPAN
scenarios [13], [14]. Instead of treating endpoint or network evidence as sufficient
on its own, the framework analyzes both sources separately and then correlates the
retained candidates. This design follows the idea that incident understanding depends
not only on detecting suspicious records, but also on explaining how those records
relate to one another across different evidence sources [8], [9], [12].

The framework consists of three main analytical stages. The first stage performs
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endpoint-side analysis by examining host-level evidence, such as command activ-
ity, process-related context, user information, and event timing. The second stage
performs network-side analysis by examining flow-level behavior, including service
access, communication direction, port usage, protocol, packet and byte characteristics,
and scan-like patterns. In both stages, rule-based indicators and machine-learning-
based suspiciousness support are used together to retain candidate evidence. Rule-based
indicators provide explicit and explainable signals, while machine learning is used
only to support suspiciousness scoring and candidate preservation.

The output of the endpoint and network stages is not treated as a final alert verdict.
Instead, each stage produces a set of candidates: endpoint candidates and network
candidates . This distinction is important because the purpose of the framework is
not to classify each record as malicious or benign. The candidates are passed into
the correlation stage, where their relationships are examined more carefully. In this
way, rule-based and machine-learning outputs become inputs for incident-context
construction, not the final conclusion of the analysis.

The correlation stage is the core of the proposed method. It evaluates possible re-
lationships between and using temporal proximity, entity consistency, and behavioral
relevance. Temporal proximity considers whether endpoint and network observations
occur close enough in time to support a relation. Entity consistency checks whether
both sides share or align with relevant attributes, such as host, user, IP address, service
port, or victim context. Behavioral relevance examines whether the meaning of
an endpoint event is consistent with the communication behavior observed in the
network layer. These three dimensions allow the framework to form linked context
when the evidence supports it, while avoiding forced relations when the evidence is
weak or asymmetrical.

The general design of the proposed analytical framework is shown in Fig. 1.
Endpoint evidence and network evidence are processed in parallel through rule-based
and machine-learning-based analysis. The retained candidates are then correlated to
produce linked context, network-only context, endpoint-only context, or unsupported
relations. This structure keeps the analysis focused on evidence preservation and
correlation, while limiting the interpretation of the results to the evaluated scenarios.

Figure 1. Proposed analytical design of the endpoint-network correlation framework

A compact representation of the analytical flow is given in Algorithm 1. The
algorithm shows that candidate evidence is first preserved separately on the endpoint
and network sides before correlation is performed. The correlation result is then
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interpreted as context, not as a universal detection verdict.

3.2 Scenario Role and Leakage Control
The evaluation uses three public host-network scenarios from the SAPPAN dataset:
Drupal vulnerability scenario-successful, Samba file-sharing known-creds, and Samba
file-sharing reconnaissance [13], [14]. These scenarios are not split randomly at the
row level. Instead, each scenario is assigned a functional role in the experiment.
This is done because endpoint events and network flows from the same incident are
related by time, entity, and activity context. If rows from the same scenario were
randomly mixed across development and testing, the evaluation could unintentionally
leak incident context between stages.

In this study, the Drupal vulnerability scenario-successful is used as the valida-
tion/development scenario. It is used to check the analytical flow and operational
settings before the framework is evaluated on other scenarios. The Samba file-sharing
known-creds and Samba file-sharing reconnaissance scenarios are used as final eval-
uation scenarios. These two scenarios are kept separate from development because
they represent different evidence distributions: Samba known-creds contains end-
point and network evidence related to credential-based service access, while Samba
reconnaissance is dominated by network-side scanning behavior.

The ground truth is used only after the framework has produced its outputs. The
SAPPAN annotations provide scenario-level descriptions and expected evidence, but
they do not provide a malicious or benign label for every endpoint event, network
flow, or endpoint-network pair. For this reason, the ground truth is not used to tune
rule decisions, train the machine-learning model, or force correlation links. It is used
only to compare whether the final retained candidates and context type are consistent
with the expected evidence of each scenario.

Table 2. Scenario Role and Leakage-Control Policy

The role separation is also applied to the machine-learning and correlation com-
ponents. Machine learning is trained as an unsupervised support layer and does not
use scenario labels as targets. The correlation stage also does not read ground-truth
annotations when assigning hard links, soft links, or network-only context. This keeps
the analysis sequence clear: first, the framework produces candidates and correlation
output; then, the output is compared with the scenario-level evidence.
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Script Code 1. Scenario Role and Anti-Leakage Policy

This split does not remove the limitation that the evaluation is still based on three
public scenarios. However, it makes the experimental boundary explicit. The Drupal
scenario is not claimed as an independent test case, while the two Samba scenarios are
used to observe how the framework behaves on different evidence conditions after
the analytical settings have been fixed.

3.3 Rule-Based Candidate Scoring
Rule-based scoring is used as the first evidence layer in the proposed framework. Its
purpose is not to decide whether an incident has occurred, but to retain endpoint
events and network flows that contain explicit technical signals. This layer is kept
explainable: every retained record carries a heuristic score, an activity category, and an
evidence reason. This is important because the next stages do not only need suspicious
records, but also need to know why those records are worth correlating.

The rule families are defined from common security analysis patterns, such as
command execution, scripting activity, web execution context, service probing, SMB-
related communication, and scan-like behavior. On the endpoint side, rules inspect
fields such as command line, message, event original, process image, host, user, and
event type. On the network side, rules inspect flow attributes such as source and
destination IP address, source and destination port, protocol, bytes, packets, duration,
and repeated service access. This follows the general idea that host logs and network
flows provide different but complementary evidence for incident analysis [1], [8], [9].

For each rule γ in the rule set R, the matching function is defined as:

mγ(x) =
{

1, ifrecord x satisfies rule γ
0, otherwise (1)

Each rule has a weight Wγ, which represents the strength of its heuristic evidence.
The rule-based score PH (x) is taken from the strongest matching rule:

pH (x) =max
γϵR (wγ.mγ(x)) (2)

The dominant rule is then selected as:

γ∗ = argmax
γϵR(wγ.mγ(x)) (3)
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The activity category and evidence reason are taken from this dominant rule:

categoryH (x) = category(γ∗) (4)

evidenceH (x) = evidence(r∗) (5)

This scoring design keeps the output traceable. If an endpoint event is retained,
the framework can show whether it was retained because of command execution,
decoding or staging behavior, web execution context, reconnaissance trace, or another
explicit signal. If a network flow is retained, the framework can also show whether
the reason is SMB-related traffic, service probing, or scan-like communication.

Endpoint and network rule candidates are selected using slightly different gates.
For endpoint events, a record is retained when its heuristic score reaches the endpoint
threshold:

candidateep
H (x) =

{
1, pH (x) ≥ θep,
0, pH (x) < θep

(6)

In the implementation, θep = 0.70. This value is not interpreted as accuracy. It is
only an operational boundary indicating that the endpoint event contains sufficiently
explicit evidence to be passed into the next stage.

For network flows, a record is retained when it receives any positive heuristic
score:

candidatenet
H (f ) =

{
1, pH (f ) > 0
0, pH (f ) = 0

(7)

This is used because network rules assign positive scores only when a flow matches
a defined communication pattern. However, a positive score does not mean that the
flow is malicious. It only means that the flow carries evidence that should be preserved
for later scoring and correlation.

Table 3. Rule Families and Evidence Output

The rule layer is parameterized so that technical configurations, such as service
ports,web execution patterns, and scan thresholds, can be recorded and adjusted when
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telemetry changes. These parameters are not adjusted after observing final evaluation
results. The main operational values are summarized later in Section 3.7 to keep this
subsection focused on the scoring mechanism.

Script Code 2. Compact Rule-Based Scoring Example

The output of this layer becomes one of the inputs for hybrid candidate preser-
vation. Rule-based evidence remains traceable through PH , category, and evidence
reason, while records that are not strongly captured by rules may still be considered
later by the machinelearning support layer. Ground-truth annotations are not used
to generate PH , select the dominant rule, or force candidate status. They are only
used after the framework output is produced, when the result is compared with the
scenario-level evidence.

3.4 Machine-Learning-Based Suspiciousness Support
The machine-learning layer is used after rule-based scoring to provide additional
suspiciousness support. It is not designed to replace the rule layer and is not used as
the final decision engine. Its role is narrower: to retain endpoint events and network
flows that may not contain strong explicit rule evidence but still appear unusual based
on their textual, technical, or flow-level characteristics.

The model used in this study is Isolation Forest. This model is selected because
it supports unsupervised anomaly scoring and does not require complete event-level
or flowlevel labels. This is aligned with the dataset condition, since the SAPPAN
scenarios provide scenario-level evidence rather than a malicious or benign label for
every endpoint event, network flow, or endpoint-network pair [13], [14]. Therefore,
the ML score is not interpreted as an attack probability. It is treated as an anomaly-
oriented suspiciousness score used only for candidate preservation before correlation.

Endpoint and network ML use the same model family but different feature rep-
resentations. This separation is necessary because endpoint evidence and network
evidence carry different meanings. Endpoint data contains command text, process
context, user and host information, and event descriptions. Network data contains
communication attributes such as duration, bytes, packets, ports, protocol, and traffic
rate. The framework therefore builds two different ML pipelines: one for endpoint
events and one for network flows.

On the endpoint side, the textual representation is built by combining available
activityrelated fields, such as command line, message, event original, process image,
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host, user, URL, path, and event type. This endpoint text is represented as:

tepi = concat
(
cmdi, messagei, originali, processi, hosti, useri, typei

)
(8)

Because endpoint logs often contain variable tokens such as file paths, command
arguments, IP addresses, and process parameters, the text is transformed using feature
hashing. Word-level hashing captures token-level patterns, while character-level
hashing captures shorter technical strings, path fragments, command variations, and
obfuscated tokens. The hashed representation is then reduced using Truncated SVD
so that the final text vector remains compact enough for anomaly scoring [15].

hword
i = Hword

(
tepi
)

(9)

hchar
i = Hchar

(
tepi
)

(10)

repi = SVDk

(
hword

i ⊕ hchar
i

)
(11)

Endpoint text features are combined with auxiliary technical features. These
features are not labels. They only provide simple technical context that may help the
model read endpoint behavior more clearly. The auxiliary vector is defined as:

aep
i =

[
leni, toki, urli, powershelli, certutili, fingeri, webinterpi

]
,

cont. =
[
webctxi, nmapi, ms17i, port445i, netconni

]
.

(12)

The final endpoint feature vector is then scaled before being passed into Isolation
Forest:

xep
i = Scale

(
aep
i ⊕ repi

)
(13)

The endpoint Isolation Forest produces an anomaly score. Since the decision_function
of Isolation Forest gives higher values to more normal observations, the value is in-
verted so that a higher score represents stronger anomaly support:

sepi = −IFep. decision_function
(

xep
i

)
(14)

The raw anomaly score is then normalized using the score distribution learned
during artifact building. In this study, the endpoint score is normalized using the
median and upper quantile of the training score distribution:

prawep
i = clip

(
sepi − qep

50
qep

99 − qep
50

, 0, 1

)
(15)

The value pep
raw,i is not a probability of attack. It only shows how anomalous an

endpoint event is compared with the learned endpoint score distribution. To avoid
exporting weak MLonly records, endpoint ML uses candidate gating. An endpoint
event is considered an ML candidate only if it has not already been retained by the
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rule layer, contains meaningful text, is not suppressed as noise, and is not only weak
network-connection telemetry without endpoint context:

Cep
i = 1ifpHep

i < θep ∧ semantici = 1 ∧ noisei = 0 ∧ weakneti = 0 (16)

The candidate set is then ranked using percentile rank:

pep
rank,i = rank_pct

(
pep

raw,i | Cep
i = 1

)
(17)

An endpoint event is finally marked as ML-flagged when it satisfies the rank
threshold and has either enough raw anomaly support or a strong technical indicator:

Mep
i = 1ifCep

i = 1 ∧ pep
rank,i ≥ τ

ep
γank ∧ (pep

raw,i ≥ τ
ep
raw ∨ Itech,i = 1) (18)

The active endpoint ML score is only filled when the event passes this gating
process:

pMep
i =

{
pep

rank,i, Mep
i = 1 ∧ pep

H,i < θep

NaN, otherwise
(19)

This design prevents all raw anomaly scores from being treated as active ML
candidates. The audit scores are still retained as pM_raw and pM_rank, but the active
score pM is assigned only to endpoint events that satisfy the gating criteria.

On the network side, the model uses flow-level numerical features. The main
features include bytes, packets, duration, packets per second, bytes per second, average
packet size, source port, destination port, and protocol indicators. The derived flow
features are defined as:

ppsj =
pktsj

max
(
durationj, ϵ

) (20)

bpsj =
bytesj

max
(
durationj, ϵ

) (21)

avgpktj =
bytesj

max
(
pktsj, ϵ

) (22)

The final network feature vector is represented as:

xnet
j = Scale

([
bytesj, pktsj, durationj, ppsj, bpsj, avgpktj

])
cont. =

[
srcportj, dstportj, protoTCPj, protoUDPj, protoICMPj

] (23)

The network Isolation Forest score is computed as:

snet
j = −IFnet. decision_function

(
xnet

j

)
(24)

The score is then normalized into the range 0 to 1:
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iso_pnet
j =

snet
j − min(snet)

max(snet) − min(snet)
(25)

Unlike endpoint scoring, the network ML layer is only allowed to flag flows that
have not already been retained by the rule layer. This keeps rule-based evidence
traceable and prevents ML from overwriting explicit service or scanning evidence:

Cnet
j =

{
1, pnet

H,j = 0

0, pnet
H,j > 0

(26)

Mnet
j =

{
1, Cnet

j = 1 ∧ iso_pnet
j ≥ τnet

0, otherwise
(27)

The final ML outputs from the endpoint and network layers are summarized in
Table 4.

Table 4. Machine Learning Features and Outputs

Table 5. Main Parameters of the Machine-Learning Layer
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The main implementation parameters used by the ML layer are listed in Table 5.
These parameters are treated as operational settings and are later considered in the
sensitivity discussion.

The overall ML scoring process is summarized in Algorithm 1.
Algorithm 1. Machine-Learning-Based Suspiciousness Scoring

A compact view of the ML workflow is shown in Fig. 2
A simplified implementation view is shown in Listing 2. The listing is not intended

to replace the full implementation, but to make the scoring logic transparent.
Script Code 3. Simplified ML Scoring and Gating Logic

With this mechanism, machine learning extends candidate coverage without
replacing rule-based evidence. If a record already has explicit rule evidence, the
rule category and rule reason remain traceable. If a record does not meet a rule
but appears anomalous and passes the gating criteria, it can still be retained as an
ML-supported candidate. The retained candidates are then passed to the hybrid
candidate-preservation and correlation stages, where their relation to other evidence
is examined.
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Figure 2. Machine-Learning-Based Suspiciousness Support Workflow

3.5 Hybrid Candidates Preservation

The rule-based and machine-learning layers are combined through a hybrid candi-
datepreservation stage. This stage is not intended to produce a final incident decision.
Its role is to determine which endpoint events and network flows should be retained
for endpoint-network correlation. This distinction is important because pH and pM
come from different forms of evidence. The rule-based score pH represents explicit
heuristic evidence, while the ML score pM represents anomaly-oriented suspiciousness
support. Combining these two signals can help preserve relevant candidates, but the
result still needs to be interpreted carefully because ML-based security analysis may
face challenges related to noise, false positives, and generalization [15], [16].

For this reason, the framework does not combine pH and pM by direct summation.
A summed score may suggest that both values have the same probabilistic meaning,
while in practice they do not. The rule score is derived from weighted rule matches,
whereas the ML score is derived from anomaly scoring and candidate gating. There-
fore, this stage follows a candidate-preservation principle: a record is retained if either
the rule layer or the ML layer provides active support.
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The set of active scores for a record xis defined as:

P(x) = { pH (x), pM (x) | score is available, valid, and active } (28)

The consolidated score is then written as:

S(x) = max (P(x)) (29)

More explicitly:

S(x) =


pH (x), pH (x) is active and pM (x) is not active

pM (x), pM (x) is active and pH (x) is not active

max (pH (x), pM (x)) , pH (x) and pM (x) are both active

(30)

The score S(x)is only used as a temporary priority score for reading candidates.
It is not treated as the probability that a record is malicious. If a record already has
explicit rule evidence, the rule category and rule evidence are kept as the primary
explanation. If a record is retained only by ML, it is marked as an ML-supported
suspicious candidate. This keeps the explanation traceable and prevents ML output
from overwriting explicit rule evidence, which is important for security analysis that
needs interpretable evidence [17], [18].

For endpoint events, the rule-active status is defined as:

Hep
i =

{
1, pep

H,i ≥ θep
0, otherwise

(31)

The ML-active status is defined as:

Mep
i =

{
1, ml_flaggedep

i = 1
0, otherwise

(32)

The endpoint candidate set is then:

Ec =
{

ei ∈ E | Hep
i = 1 ∨ Mep

i = 1
}

(33)

For network flows, the rule-active status follows the network rule output. A flow
is active when it has positive heuristic evidence:

Hnet
j =

{
1, pnet

H,j > 0

0, otherwise
(34)

The network ML-active status is defined as:

Mnet
j =

{
1, ml_flaggednet

j = 1
0, otherwise

(35)
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The network candidate set is then:

Nc =
{

nj ∈ N | Hnet
j = 1 ∨ Mnet

j = 1
}

(36)

The final status sent into the correlation stage is represented by to_correlate:

to_correlateep
i = Hep

i ∨ Mep
i (37)

to_correlatenet
j = Hnet

j ∨ Mnet
j (38)

This means that correlation is not applied to all raw endpoint events and network
flows. It is applied only to the retained endpoint candidate set Ec and network candidate
set Nc. This matters because correlation works better when the input already carries
analytical relevance. In event-correlation studies, relationships between records are
usually more meaningful when they are built from observations that already contain
contextual, temporal, or attribute-level significance [8], [9], [12].

Table 6. Components of Hybrid Candidate Preservation

With this design, the hybrid stage acts as a controlled bridge between scoring
and correlation. It does not state that a retained record is malicious. It only states
that the record has enough rule-based evidence or ML-supported suspiciousness
to be examined together with other retained records. The actual incident context
is constructed in the next stage, where candidates are evaluated through temporal
proximity, entity consistency, and behavioral relevance rather than through isolated
scores alone [8], [9], [12].

3.6 Endpoint-Network Correlation
The endpoint-network correlation stage connects retained endpoint candidates and
network candidates so that the analysis does not stop at two separate lists of events
and flows. In incident analysis, an endpoint event may explain what happened on
a host, while a network flow may show how the activity interacted with another
service or host. Reading them separately can leave the incident context fragmented.
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Prior work on log and security-event correlation also emphasizes that relationships be-
tween records are important for understanding incident context across heterogeneous
evidence sources [8], [9], [12].

The input of this stage is not the full raw dataset. Correlation is performed only
on endpoint candidates Ec and network candidates Nc that have been retained by the
hybrid candidate-preservation stage:

Ec = {e1, e2, . . . , em} (39)

Nc = {n1, n2, . . . , nk} (40)

This restriction is important because correlating all raw endpoint events with
all raw network flows may produce many weak or incidental pairs. By using only
candidates with to_correlate = True, the correlation stage starts from records that
already have rule-based evidence, ML-supported suspiciousness, or both.

The correlation score is built from three main dimensions: temporal proximity,
entity consistency, and behavioral relevance. Temporal proximity measures how
close an endpoint event and a network flow occur in time. Entity consistency checks
whether both records share or refer to related entities, such as host, IP address, victim
identifier, service, or port. Behavioral relevance checks whether the endpoint-side
activity and network-side communication describe compatible behavior. This follows
the same general motivation used in contextual securityevent analysis, where isolated
records become more useful when their relation to other evidence is considered [10],
[11].

The temporal distance between endpoint event ei and network flow nj is defined
as:

∆t(ei, nj) =
∣∣t(ei) − t(nj)

∣∣ (41)

The temporal proximity score is then computed using a decay function:

T(ei, nj) = exp

(
decay −

∆t(ei, nj)
W

)
(42)

where W is the correlation time window. A smaller time difference gives a stronger
temporal contribution. However, time is not used as the only basis for correlation
because many unrelated activities may occur close to each other in an active system.

Entity consistency is represented as:

A(ei, nj) =

{
1, if consistent entity evidence exists between ei and nj
0, otherwise

(43)

The entity evidence may come from shared or related IP addresses, host identi-
fiers, service ports, victim-side attributes, or other fields that can reasonably connect
endpoint and network evidence. This dimension prevents correlation from relying
only on timestamp proximity.
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Behavioral relevance is calculated from compact text representations of endpoint
and network candidates. The endpoint text summarizes host-side activity, while the
network text summarizes flow-side activity, such as source, destination, port, protocol,
volume, and duration. Both are transformed using the linker artifact, then compared
using cosine similarity:

zep
i = normalize

(
SVD

(
H
(

textepi
)))

(44)

znet
j = normalize

(
SVD

(
H
(

textnet
j

)))
(45)

R(ei, nj) = cosine
(

zep
i , znet

j

)
(46)

The value R(ei, nj) is treated only as behavioral similarity. It does not prove that
two records are related. For that reason, it is combined with temporal and entity
evidence before a link is formed.

The final correlation score is defined as:

C(ei, nj) = wt T(ei, nj) + wa A(ei, nj) + wr R(ei, nj) (47)

where Wt, Wa, and Wγ control the contribution of temporal proximity, entity
consistency, and behavioral relevance. These weights are operational design parame-
ters, not universal constants. Their role is to combine several correlation signals into a
structured score for the evaluated scenarios.

The framework also generates a relationship reason, or why, for each retained
pair. This reason may come from close timestamp distance, shared or related entities,
matching service context, consistent behavioral pattern, or technical evidence from
the candidate records. This is important because a correlation result should not only
produce a score, but also explain why the pair is kept.

The relationship between an endpoint candidate and a network candidate is divided
into hard link, soft link, or no link:

Hard(ei, nj) =

{
1, C(ei, nj) ≥ τh ∧ Reason(ei, nj) = 1
0, otherwise

(48)

Soft(ei, nj) =

{
1, τs ≤ C(ei, nj) < τh
0, otherwise

(49)

NoLink(ei, nj) =

{
1, C(ei, nj) < τs
0, otherwise

(50)

A hard link represents a stronger relationship because it requires both a sufficient
correlation score and an explicit supporting reason. It is not formed only because two
records are close in time. A soft link represents a weaker relationship that may still
be useful for investigation, while no link means that the pair does not have enough
support to be retained.
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Hard links and soft links are made mutually exclusive for the same endpoint-flow
pair. If a pair already satisfies the hard-link condition, it is not counted again as a soft
link:

Pass(ei, nj) =


hard, Hard(ei, nj) = 1
soft, Hard(ei, nj) = 0 ∧ Soft(ei, nj) = 1
none, otherwise

(51)

This exclusivity prevents duplicate counting and keeps the correlation output
easier to inspect.

The correlation stage also avoids forcing a link when one side does not provide
enough evidence. If endpoint candidates are missing or too weak, but network evi-
dence remains meaningful, the framework can produce a network-only context. This
is especially relevant for reconnaissance-oriented activity, where the strongest trace
may appear in network flows rather than endpoint logs. In this case, the framework
keeps the network evidence without claiming an endpoint-network relationship that
is not supported by the available data.

Figure 3. Endpoint-Network Correlation Workflow

As shown in Fig. 3, the correlation process does not directly convert every
endpointnetwork pair into a link. Each pair must first pass the scoring and reasoning
checks. This helps the framework avoid forced relationships when the available
evidence is weak or one-sided.
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Table 7. Endpoint-Network Correlation Output

This output structure is useful because not every scenario produces balanced
endpoint and network evidence. In a network-dominant case, for example, preserving
a network-only context is more appropriate than forcing a weak endpoint-network
link.

Algorithm 2. Endpoint-Network Correlation

With this design, endpoint-network correlation serves as the incident-context
construction stage. It does not validate the framework by itself and does not claim
that every retained pair is certainly causal. Instead, it organizes retained evidence into
stronger links, weaker links, or unsupported pairs. This distinction is important for the
revised scope of the paper, because the framework is positioned as an incident-oriented
correlation method rather than a ransomwarespecific detector.

3.7 Operational Parameters and Sensitivity Setup
The framework uses several operational thresholds to control candidate retention,
MLsupported suspiciousness, and endpoint-network link formation. These values are
not treated as universal security constants. They are fixed before the final evaluation
and are used only as controlled settings for the evaluated scenarios. This is important
because threshold-based and anomaly-based security analysis often involves trade-offs
between sensitivity, noise, and false-positive exposure [15], [19], [16].
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The most influential parameters are summarized in Table 8. Detailed imple-
mentation values such as full regular expressions, debugging options, and minor
service-specific checks are not repeated in this section, because the main purpose here
is to show which settings affect candidate selection and correlation behavior.

Table 8. Locked Operational Parameter Group

These parameters are locked before the final evaluation. The SAPPAN ground
truth is not used to tune rule scores, ML scores, or correlation links during runtime
[13], [14]. The values are therefore reported as part of the experimental configuration,
not as optimized thresholds for all environments.

To address threshold robustness, the evaluation includes a sensitivity setup. The
goal is not to search for the best threshold after seeing the results, but to observe
whether candidate counts, link counts, and context type change sharply under stricter
or more relaxed settings.

Table 9. Sensitivity Setup

The recon-aware setting is derived from flow behavior, such as repeated probing
or many unique destination ports, not from the scenario name. This distinction is
important because the framework should not depend on knowing the dataset label
in advance. If endpoint evidence is insufficient while network evidence remains
meaningful, the framework can preserve a network-only context instead of forcing a
weak endpoint-network link.

3.8 Evaluation Strategy
The evaluation is conducted at the scenario level because the SAPPAN dataset provides
annotated scenario evidence, but does not provide complete malicious or benign labels
for every endpoint event, network flow, or endpoint-network pair [13], [14]. For
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that reason, this study does not use event-level accuracy, precision, recall, F1-score,
or ROC-AUC as the main evaluation metrics. Using those metrics without complete
event-level labels could give a misleading impression of measurement precision.

Instead, the evaluation observes whether the framework output is consistent with
the expected evidence and activity context of each scenario. The main outputs
examined are retained endpoint candidates, retained network candidates, hard links,
soft links, network-only context, and empty correlation. This is aligned with the
purpose of the framework, which is to construct incident-oriented context from
endpoint and network evidence, rather than to classify each individual record as
malicious or benign.

The evaluation uses the scenario roles defined in Section 3.2. The Drupal vulnera-
bility scenario-successful is used as the validation/development scenario, while Samba
file-sharing known-creds and Samba file-sharing reconnaissance are used as final
evaluation scenarios. The final scenarios are not used to train the ML components,
tune rule scores, or adjust correlation

Table 10. Evaluation Focus

To address the role of each component, the evaluation also includes a simple
ablation view. Rule-only output shows what is retained by explicit heuristic evidence.
ML-only output shows candidates retained only through suspiciousness support. The
hybrid output shows the combined candidate set used for correlation. This comparison
is not used to claim that one layer is universally better than another; it is used to show
how each layer affects the evidence passed into correlation.

In this study, external systems such as DEEPCASE and HOLMES are not reimple-
mented as experimental baselines because their input assumptions, event representation,
training setup, and evaluation objectives are not directly equivalent to the proposed
endpoint-network correlation pipeline. Applying them without reproducing their
original data model and configuration could lead to an unfair or misleading com-
parison. Therefore, the comparative evaluation is limited to two forms: an internal
ablation view and scenario-level alignment with SAPPAN evidence. The ablation
view compares rule-only, ML-only, and hybrid candidate preservation, while the
scenario-level alignment checks whether the retained candidates and correlation links
are consistent with the expected evidence documented in the SAPPAN scenarios [10],
[11], [13], [14].

The sensitivity observation is used to respond to concerns about threshold robust-
ness. The framework is evaluated under the default configuration and then compared
with stricter or more relaxed settings. The comparison focuses on candidate counts,
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hard-link and soft-link counts, and final context type. In reconnaissance-heavy condi-
tions, special attention is given to whether the framework preserves network evidence
without forcing unsupported endpointnetwork links. This is important because event-
correlation methods should consider context and relationships between evidence, not
only isolated scores [8], [9], [12].

Overall, the evaluation is designed to be transparent about the available ground
truth. The study does not claim universal threshold optimality or full detection
performance across all enterprise environments. It evaluates whether the proposed
framework can preserve relevant candidates, separate stronger and weaker relation-
ships, and construct scenario-consistent incident context within the available SAPPAN
evidence.

4. Results and Discussion
4.1 Evaluation Overview and Scenario-Level Ground-Truth Reference
The evaluation uses three SAPPAN scenarios: Drupal vulnerability scenario-successful,
Samba file-sharing known-creds, and Samba file-sharing reconnaissance [13], [14].
Each scenario provides documented activity context and expected evidence, such as
command execution, payload delivery, SMB interaction, C2-like communication,
and reconnaissance behavior. In this study, this information is used as a scenario-level
reference, not as complete event-level labels for every endpoint event, network flow,
or endpoint-network pair.

For that reason, the evaluation does not treat the framework as a binary classifier
and does not report event-level accuracy, precision, recall, F1-score, or ROC-AUC.
Instead, the results are examined by checking whether the retained candidates, corre-
lation links, and final context type are consistent with the expected scenario evidence.
This is aligned with the purpose of the framework, which is to construct incident-
oriented endpoint-network context rather than classify every individual record as
malicious or benign.

Table 11. Scenario-level Expected Evidence and Evaluation Focus

The later sections report the evaluation in four parts: candidate retention, rule-
only/MLonly/hybrid contribution, endpoint-network correlation, and scenario-level
alignment. This structure keeps the evaluation transparent while avoiding unsupported
claims about full detection performance beyond the available SAPPAN evidence.
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4.2 Candidate Retention Results
Candidate retention is the first result layer observed before endpoint-network corre-
lation. At this stage, the framework does not correlate all raw endpoint events and
network flows directly. Instead, it preserves records that contain rule-based evidence,
ML-supported suspiciousness, or both. This is important because correlation is more
meaningful when it is applied to selected evidence rather than to the full raw teleme-
try. In this study, the retained endpoint candidates Ec and network candidates Nc
become the input for the correlation stage, where temporal, entity, and behavioral
relationships are examined [8], [9], [12].

The candidate rate is calculated using the following equation:

Candidate Rate =
Retained Candidates

Total Records
× 100% (52)

For example, in the Drupal vulnerability scenario, the endpoint analysis retains 14
candidates from 118 endpoint events. The candidate rate is:

14
118

× 100% = 11.86%

This value only describes the proportion of records preserved for further analysis.
It is not treated as detection accuracy, because the SAPPAN dataset provides scenario-
level activity descriptions and expected evidence rather than complete malicious or
benign labels for every event, flow, or endpoint-network pair [13], [14].

4.2.1 Endpoint Candidate Retention
The endpoint-side retention results are shown in Table 12. In the Drupal vulnerability
scenario, 14 of 118 endpoint events are retained. Most of the retained records come
from explicit command-related evidence, including finger activity, staging behavior,
and process execution. The ML-supported candidates complement this result by
preserving certutil decoding events, which are consistent with the documented payload
decoding activity in the Drupal scenario [13].

In the Samba file-sharing known-creds scenario, four of 41 endpoint events are
retained. These candidates are mainly related to PowerShell-based execution behavior,
which fits the expected scenario context involving payload download and in-memory
execution. In contrast, the Samba reconnaissance scenario does not produce endpoint
candidates. This result is reasonable because the scenario is mainly characterized by
network-side probing and port-scan behavior, not by strong endpoint-side execution
traces.

Table 12. Endpoint Candidate Retention Results
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These endpoint results show that the framework does not force candidate retention
when the endpoint evidence is weak. This is important for the later correlation stage,
because unsupported endpoint candidates could create misleading endpoint-network
links.

4.2.2 Network Candidate Retention
The network-side retention results are shown in Table 13. In the Drupal vulnerability
scenario, three of ten network flows are retained. Two flows are retained through rule-
based evidence related to port 79 service traffic, while one additional ML-supported
flow appears on port 443. This is consistent with the scenario description, where
payload delivery and C2-like communication are part of the expected activity context
[13].

In the Samba file-sharing known-creds scenario, three of six network flows are
retained. The rule layer captures SMB-related communication, while the ML layer
preserves one HTTP flow. This result is useful because the scenario is not limited
to SMB interaction alone; the documented activity also includes payload delivery
through the supporting server [14]. Therefore, the retained network candidates
provide service-level context that can later be compared with endpoint-side evidence
during correlation.

Table 13. Network Candidate Retention Results

The Samba reconnaissance scenario has a different pattern from the other two
scenarios. A total of 2011 out of 2012 network flows were retained because the flow
behavior forms a broad port-sweep pattern. This result should not be interpreted
as highly selective filtering. In this case, the network layer works as a context-
preservation layer because the expected evidence is network-dominant. The full
retained count is still reported for transparency, while the next stage can limit exported
candidates to keep the correlation process manageable.

Overall, the retention results follow the evidence orientation of each scenario.
Drupal and Samba known-creds produce both endpoint and network candidates, so
they can be evaluated further through endpoint-network correlation. Samba recon-
naissance produces network evidence without endpoint candidates, which supports a
network-only interpretation rather than a forced endpoint-network relation. This
distinction is important because the framework is intended to preserve relevant evi-
dence and prepare it for correlation, not to make every scenario appear as the same
type of linked incident.

4.3 Rule-Only, ML-Only, and Hybrid Contribution
This section examines the contribution of each scoring layer before the candidates
are passed into endpoint-network correlation. This ablation is used as an internal
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comparative view, since the study does not reimplement external systems with different
input assumptions and evaluation objectives. The purpose is not to prove that one
layer is universally better than another, but to show how rule-based evidence and
ML-supported suspiciousness behave when they are observed separately and when
they are combined. This is important because anomalybased security analysis can
support candidate discovery, but it is not always stable enough to replace explicit
security evidence in every scenario [15], [16].

Three views are compared in this section. The rule-only view shows candidates
retained only by explicit rule evidence. The ML-only view shows candidates retained
when the ML layer is allowed to analyze the scenario without depending on rule
retention. The hybrid view represents the main pipeline used in this study, where a
record is retained when it is supported by either rule-based evidence or ML-supported
suspiciousness. The hybrid result is therefore the candidate set used for the later
endpoint-network correlation stage.

The endpoint-side comparison is shown in Table 14. In the Drupal scenario,
the rule-only layer retains 12 endpoint candidates, while the ML-only view retains
two candidates. These ML-only candidates are related to certutil decoding activity,
which is consistent with the expected payload decoding step in the SAPPAN Drupal
scenario [13]. When both layers are combined, the hybrid pipeline retains 14 endpoint
candidates. This shows that ML contributes additional endpoint evidence in Drupal
without replacing the explicit command and staging evidence retained by the rule
layer.

Table 14. Endpoint-Side Rule-Only, ML-Only, and Hybrid Contribution

In Samba known-creds, the ML-only view also retains four endpoint candidates.
These candidates are related to PowerShell activity, which fits the expected payload
download and execution context of the scenario [14]. However, in the hybrid pipeline,
these records are already retained by the rule layer. This result is useful because
it shows that the ML layer recognizes relevant endpoint behavior, but it does not
necessarily add new endpoint candidates when explicit rule evidence already captures
the same activity. In Samba reconnaissance, neither rule-only nor ML-only retains
endpoint candidates, which supports the interpretation that this scenario is mainly
network-dominant.

The network-side comparison is shown in Table 15. In the Drupal scenario,
the rule-only view retains two network flows related to port 79 service traffic. The
ML-only view retains two flows, including traffic related to port 79 and port 443. In
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the hybrid pipeline, three network candidates are retained. This result indicates that
the ML layer adds one relevant network candidate beyond the rule-retained port 79
traffic. The additional port 443 flow is consistent with the scenario context, where
delivery and C2-like communication are part of the expected evidence [13].

Table 15. Network-Side Rule-Only, ML-Only, and Hybrid Contribution

In Samba known-creds, the rule-only layer retains SMB-related flows, while the
MLonly view also retains an HTTP flow. The hybrid result keeps three network
candidates, combining SMB service evidence with HTTP communication that is
relevant to the payload delivery context described in the scenario [14]. This supports
the role of ML as an additional suspiciousness layer, especially for flows that may not
match the main service-based rule.

The Samba reconnaissance scenario shows the clearest difference between rule-
only and ML-only behavior. Rule-only retention preserves the full port-sweep context,
while ML-only captures only two flows. This does not make the ML layer useless;
rather, it shows its limitation in representing broad scan behavior by itself. For
this type of scenario, explicit port-sweep evidence is still needed to preserve the
network context. This result supports the design choice used in this paper: ML is used
as a supporting layer for candidate preservation, while rulebased evidence remains
important for explicit and interpretable security context.

Overall, the ablation results show that the hybrid pipeline provides a practical
balance between explicit evidence and anomaly-supported evidence. In Drupal and
Samba known-creds, ML helps retain relevant candidates that are consistent with
the documented scenario behavior. In Samba reconnaissance, the rule layer is more
important because the scenario is dominated by broad network probing. These
findings support the use of hybrid candidate preservation before correlation, without
claiming that ML alone can replace rule-based analysis or existing security detection
systems.

4.4 Endpoint-Network Correlation Results
After candidate retention, the retained endpoint and network candidates are passed
into the correlation stage. This stage is needed because endpoint events and network
flows explain different parts of an incident. Endpoint records can show command
execution, process activity, or staging behavior, while network flows show communi-
cation with services, delivery hosts, or external infrastructure. If these two sources are
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read separately, the incident context may remain fragmented. For that reason, the
framework correlates retained candidates through temporal proximity, entity consis-
tency, and behavioral relevance, following the role of event correlation in connecting
heterogeneous security evidence [8], [9], [12].

The correlation results are summarized in Table 16. The numbers in the hard-link
and softlink columns represent pair-level links. This means that one network flow can
be linked to more than one endpoint event when several endpoint records support
the same activity sequence.

Table 16. Endpoint-Network Correlation Results

To make the interpretation clearer, Table 17 summarizes how the framework
separates hard links, soft links, no-link pairs, and network-only context.

Table 17. Correlation Output Assignment Logic

In the Drupal vulnerability scenario, the framework forms 8 hard links and 32 soft
links. The hard links mainly connect endpoint-side finger activity with port 79 traffic
involving the victim host, supported by victim consistency and the finger-to-port-79
relation. Some hard links also connect staging-related endpoint activity with port
443 communication when timing and victim context are strong enough. This follows
the documented Drupal scenario, where the vulnerable server retrieves, prepares, and
executes a payload before communicating with the delivery and C2 infrastructure



IJECBE 195

[13].
The larger number of soft links in Drupal appears because several endpoint events

still share the same victim and behavioral context, but occur farther from the related
network flows. These links are not treated as confirmed causal relations. They are
kept as weaker investigative context to preserve the broader activity sequence.

In the Samba file-sharing known-creds scenario, the framework produces 8 hard
links and 4 soft links. The hard links connect SMB-related flows with PowerShell-
related endpoint records through close timing and victim consistency. The soft
links are mainly related to HTTP communication from the delivery server, which is
relevant to the PowerShell download context but less direct than the SMB links. This
matches the expected scenario context involving SMB access, payload delivery, and
PowerShell-based execution [14].

The Samba reconnaissance scenario produces no hard or soft endpoint-network
links because no endpoint candidates are available. The result is therefore kept as
network-only context, which is appropriate for a scenario dominated by scanning
and service probing. This avoids forcing endpoint-network relations that are not
supported by the available evidence.

Overall, the correlation results show that Drupal and Samba known-creds produce
linked endpoint-network context, while Samba reconnaissance remains network-
only. This supports the revised scope of the paper: the framework organizes retained
evidence into stronger links, weaker links, or one-sided context, without presenting
itself as a universal detector.

4.5 Scenario-Level Ground-Truth Alignment
The correlation output is compared with the scenario-level evidence described in the
SAPPAN dataset. This comparison is used to check whether the retained candidates
and final context type are consistent with the documented activity in each scenario.
The ground truth is not used as a complete event-level label, so this section does not
report false-positive rate, precision, recall, or F1-score. Instead, the comparison is
interpreted as scenario-level alignment between expected evidence and framework
output [13], [14].

In the Drupal scenario, the framework output follows the main attack sequence
described in the scenario documentation. The endpoint side preserves command and
staging evidence, while the network side preserves port 79 and port 443 communica-
tion. The hard links mainly connect close finger-related endpoint events with port 79
traffic, while the soft links keep later related activities as weaker context. This result
is consistent with the expected payload retrieval, staging, and communication flow
described by SAPPAN [13].

In the Samba known-creds scenario, the output also matches the expected evi-
dence. The endpoint candidates show PowerShell-related activity, while the network
candidates preserve SMB communication and HTTP delivery context. The corre-
lation stage connects these two evidence sources, which is important because the
scenario is not represented by one isolated record. It involves service access, payload
delivery, and endpoint-side execution behavior that need to be read together [14].

The Samba reconnaissance scenario is different. The expected evidence is mainly
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Table 18. Scenario-Level Alignment between Expected Evidence and Framework Output

network-based, so the absence of endpoint links is not treated as a failure. The
framework keeps the result as network-only context because there are no endpoint
candidates strong enough to support a cross-source relation. This is an important
outcome: the framework preserves reconnaissance evidence without making the result
look more complete than the available data supports.

Overall, the comparison shows that the framework output is consistent with the
documented scenario evidence. Drupal and Samba known-creds produce linked
endpointnetwork context, while Samba reconnaissance remains network-only. This
does not prove universal detection performance, but it supports the intended use of
the framework as an incident-oriented correlation method that organizes retained
evidence according to the available scenario context.

4.6 Threshold and Link-Strength Observations
This section discusses how the correlation output should be read under the hard-link
and soft-link separation used in the framework. The purpose is not to claim that
the selected thresholds are optimal for every environment. In anomaly-based and
threshold-based security analysis, threshold selection often affects the balance between
retained evidence, noise, and analyst workload [15], [19], [16]. For this reason,
the results are interpreted through link strength rather than a single all-or-nothing
correlation output.

The framework separates stronger and weaker relations by using two output levels.
Hard links represent pairs with stronger temporal, entity, and behavioral support.
Soft links preserve weaker relations that may still help explain the broader activity
sequence. This separation is useful because security-event correlation often needs to
keep contextual evidence available without treating every relation as equally strong
[8], [9], [12].

In the Drupal scenario, the difference between the hard-link view and the hard-
plus-soft view is quite visible. The 8 hard links represent the stronger relations, mainly
involving close finger and staging-related evidence. The additional soft links do not
change the final interpretation of the scenario, but they provide broader context
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Table 19. Hard-Link and Soft-Link Observations

around related endpoint events and network flows. This means the soft links are useful
for reading the incident sequence, but they should not be interpreted with the same
strength as hard links.

In Samba known-creds, the hard-link result is more compact. The 8 hard links
mainly connect SMB-related network traffic with PowerShell-related endpoint activ-
ity. The 4 soft links add HTTP delivery context, which is relevant to the expected
scenario evidence but less direct than the SMB relations. This supports the use of soft
links as supporting context rather than final strong relations.

The reconnaissance scenario provides an important boundary case. Even though
many network flows are retained as reconnaissance evidence, the framework does
not create hard or soft endpoint-network links because no endpoint candidates are
available. This shows the role of the network-only guard: when evidence is one-
sided, the framework preserves the available network context instead of forcing a
cross-source relation.

Table 20. Threshold-Oriented Reading of Correlation Output

Overall, the threshold observation shows that the main scenario interpretation
does not depend on treating every link equally. Drupal and Samba known-creds still
produce linked endpoint-network context when only hard links are considered. Soft
links mainly enrich the surrounding incident story. Samba reconnaissance remains
network-only, which is important because it prevents the framework from overstating
the evidence. This result supports a cautious interpretation of the framework output:
hard links are stronger evidence, soft links are supporting context, and network-
only output is used when cross-source correlation is not supported by the available
candidates.

4.7 Discussion and Limitations
The results show that the framework behaves differently across the three evaluated
scenarios. Drupal vulnerability and Samba known-creds produce linked endpoint-
network context because both endpoint and network evidence are available and related.
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In these two scenarios, the correlation stage helps connect command activity, service
traffic, payload delivery, and execution-related behavior into a more readable incident
context. This supports the role of endpoint-network correlation as a way to reduce
fragmented analysis across heterogeneous evidence sources [8], [9], [12].

The Samba reconnaissance scenario shows a different but important outcome.
The framework does not force endpoint-network links when endpoint evidence is
unavailable. Instead, the result remains as network-only context. This is useful because
reconnaissance activity can be visible mainly through network behavior, especially
when the available endpoint telemetry does not contain strong execution evidence.
In this case, preserving the network context is more appropriate than creating weak
endpoint-network relations that are not supported by the data.

The ablation results also clarify the role of rule-based and ML-supported analysis.
Rulebased scoring is useful for retaining explicit and interpretable evidence, such as
service traffic, command activity, and scan-like behavior. The ML layer helps preserve
additional unusual records, such as certutil decoding in Drupal or HTTP delivery-
related traffic in Samba knowncreds. However, the results also show that ML alone
does not replace rule-based evidence. This is especially visible in the reconnaissance
scenario, where broad port-sweep behavior is better preserved by explicit network
rules than by ML-only scoring. This finding is consistent with the general challenge of
anomaly-based security analysis, where unusualness does not always translate directly
into complete incident understanding [15], [16].

The hard-link and soft-link separation is also useful for reading the correlation
output. Hard links give a more conservative view of stronger endpoint-network
relations, while soft links preserve weaker context that may still help reconstruct
the activity sequence. This prevents all links from being interpreted with the same
strength. For incident analysis, this distinction is important because some evidence
pairs are closely supported by time, entity, and behavior, while others are only useful
as broader investigative context.

Table 21. Main Findings and Limitations

Several limitations should be noted. First, the evaluation uses only three public
SAPPAN scenarios [13], [14]. These scenarios are useful because they provide docu-
mented endpoint and network evidence, but they do not represent the full diversity
of enterprise environments. Second, the ground truth is scenario-level rather than
event-level. For that reason, this study does not claim event-level detection perfor-
mance or report supervised classification metrics. Third, the reconnaissance scenario
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produces broad network retention, which shows that the framework can preserve
scan context but also highlights a selectivity limitation in networkheavy cases.

Finally, the framework should be interpreted within its intended scope: supporting
incident-oriented correlation from retained endpoint and network evidence. Its
contribution is in organizing evidence into stronger links, weaker links, or one-
sided context. Further work should evaluate the approach on more diverse scenarios,
larger enterprise telemetry, and richer ground-truth annotations so that event-level
performance and operational false-positive behavior can be measured more directly.

5. Conclusion
This study presented an incident-oriented endpoint-network correlation framework
for organizing security evidence from host events and network flows. The frame-
work combines rule-based scoring, ML-supported suspiciousness, hybrid candidate
preservation, and endpoint-network correlation to construct incident context from
selected evidence. Rather than treating each record as a final malicious or benign
decision, the framework focuses on preserving relevant candidates and examining
how they relate across evidence sources.

The evaluation shows different behavior across the three SAPPAN scenarios. In
the Drupal vulnerability scenario, the framework retained 14 endpoint candidates
and 3 network candidates, then produced 8 hard links and 32 soft links. These links
connected endpoint-side command, staging, and decoding evidence with port 79
delivery traffic and port 443 communication. In the Samba file-sharing known-creds
scenario, the framework retained 4 endpoint candidates and 3 network candidates,
resulting in 8 hard links and 4 soft links. The linked context connected PowerShell-
related endpoint activity with SMB and HTTP network evidence. In the Samba
file-sharing reconnaissance scenario, no endpoint candidates were retained, while
2011 network flows were preserved as reconnaissance context. The final output
remained network-only, without forcing endpoint-network links.

The results also show the role of each analysis layer. Rule-based scoring remains
important for explicit and interpretable evidence, such as command activity, service
traffic, and portsweep behavior. The ML layer helps preserve additional suspicious
candidates, such as decoding activity and delivery-related traffic, but it is better treated
as a supporting layer rather than a replacement for rule-based analysis. This is especially
clear in the reconnaissance scenario, where broad scan behavior is better represented
by explicit network evidence than by ML-only scoring.

The hard-link and soft-link separation also helps make the correlation output easier
to interpret. Hard links provide a stronger view of endpoint-network relationships,
while soft links preserve weaker context that may still support the incident story. This
distinction is useful because not every related event pair should be read with the same
strength. In networkdominant cases, the framework can also preserve network-only
context when endpoint evidence is not available.

There are still several limitations. The evaluation is based on three public scenarios,
so the results should not be generalized to all enterprise environments. The available
ground truth is scenario-level rather than complete event-level labeling, so this study
does not report precision, recall, F1-score, or operational false-positive rate. Future
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work should evaluate the framework using larger and more diverse datasets, richer
event-level or pair-level annotations, and more realistic operational telemetry. Im-
provements are also needed for handling networkheavy reconnaissance cases so that
broad scan context can be preserved without producing excessive candidate volume.
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