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Abstract

In the face of the evolving dynamics of cyber threats, frameworks with traditional ap-
proaches to information technology (IT) risk management are often inadequate because
they are less responsive. This research aims to optimize IT risk management through Plan-
Do-Check-Act (PDCA) based continuous improvement stages in a hybrid framework
based on ISO 27005, NIST SP 800-30, NIST SP 800-39, ISO 27002, and COBIT 2019.
The research method includes designing a six-stage framework that includes continuous
improvement as a key element, followed by implementation testing at X'YZ Institution
and validation through expert judgment. Results show that systematically applying PDCA
to high-risk assets improves control effectiveness, supports system resilience, and promotes
more adaptive governance. The integration of PDCA in the risk management framework
proved effective in optimizing IT risk management, especially in the context of non-profit
organizations that require a strategic and sustainable approach.
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1. Introduction

Digital transformation in the government sector has led non-profit organizations,
including public institutions, to increasingly rely on information technology systems
to carry out their duties and provide public services. This dependency presents var-
ious challenges, especially in managing information security risks. Cyber threats,
system failures, and weaknesses in I'T governance processes can directly impact in-
stitutional credibility and the effectiveness of services to the public. Therefore, the
implementation of structured and systematic risk management has become an urgent
necessity.
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Information technology (IT) risk management plays a crucial role in identifying,
evaluating, and managing potential threats that could affect the integrity, confiden-
tiality, and availability of data [1]. In addition, IT risk management is important for
protecting corporate reputation and building customer trust through assured data
security [2]. However, in many organizations—especially non-profit institutions—IT
risk management is often viewed as a supporting function that is separate from strate-
gic decision-making [3]. This creates a gap between risk management policies and
day-to-day operational practices, which can lead to vulnerability to various digital
threats. The inability to fully integrate risk management into the organizational
framework often results in slow responses to security incidents and reduced system
resilience [4].

Various risk management standards and frameworks have been developed, such as
ISO/IEC 27005, NIST SP 800-30/39, ISO/IEC 27002, and COBIT 2019. Although
each offers a solid approach, their focus tends to be limited. For example, ISO 27005
focuses solely on information security risk management without addressing overall
IT risk [5]. NIST SP 800-30 emphasizes technical threat and vulnerability assessment
[6]. while NIST SP 800-39 promotes an integrated approach but still has limitations
in connecting risk management to the organization’s business objectives [4]. The
COBIT 2019 framework is more oriented toward strategic governance and does not
specifically address evolving technical threat dynamics [7]. Given the absence of a
single overarching framework that comprehensively covers all risk aspects, a more
holistic, adaptive, and organizationally relevant approach is needed—particularly for
non-profit organizations with limited resources.

This research aims to design an integrated information security risk management
framework using a hybrid approach that combines the strengths of several international
standards. The main value added by this framework is the integration of a continuous
improvement cycle based on the PDCA methodology, which has not yet been widely
or systematically adopted in IT risk management frameworks. This study focuses on
non-profit organizations, which have unique characteristics in terms of risk exposure,
decision-making structures, and resource constraints.

To ensure the relevance and feasibility of the proposed framework, this research
uses a dual validation approach: (1) implementation testing at Directorate ABC, Insti-
tution XYZ, and (2) expert judgement involving key stakeholders at Directorate ABC.
Validation results indicate that the proposed framework is well-suited to organizational
needs, particularly in terms of flexibility, completeness of process stages, and support
for continuous improvement. Unlike most frameworks, which are linear and static,
this framework positions PDCA as a strategic component that is fully integrated into
the risk management cycle. This approach not only ensures evaluative feedback but
also builds organizational capacity to adapt security strategies and controls in response
to evolving threat dynamics.

2. Review of Literature
2.1 PDCA (Plan-Do-Check-Act)

Plan-Do-Check-Act (PDCA) is a method introduced by Dr. Edwards Deming, an
expert in the field of quality management in America in 1950. PDCA is useful as a
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continuous improvement [8]. PDCA cycle is future-oriented, flexible, logical and
reasonable to describe all elements of the plan that is prepared. so that PDCA is very
supportive for continuous improvement. There are four stages contained in this cycle
that are interconnected with each other as seen as figure 1 below:

Plan: consists of setting goals and strategies to achieve the desired results. Included
in this stage is also identifying problems.

Do: this stage is a continuation of Plan, which is to carry out what has been
planned or determined at the Plan stage, such as testing, implementing controls and
others.

Check: This stage is an examination of the stages that have been carried out
previously. At this stage it must be done carefully to ensure that the Do stage has
been carried out properly.

Act: this stage is an evaluation of the Do and Check stages. This stage is not the
end of this cyclical process, because PDCA is an iterative process.

Figure 1. PDCA Cycle [8]

2.2 PDCA as a Continuous Improvement Stage

Different international institutions such as ISO, OCTAVE, NIST, and COBIT have
developed various risk management frameworks. Each framework, however, has its
own characteristics, specifications, scope, and methodologies [4]. As a consequence,
organizations always expend great amounts of time and energy in analyzing and de-
ciding which framework could best suit their needs. Whereas an integrated approach
would afford risk management processes to be adapted and tailored by organizations
as they align various frameworks with their strategic goals-this is one of the central
benefits of integration.

Most risk management frameworks do not directly incorporate the PDCA cycle.
The ISO/IEC 27001:2022 standard articulates adoption of the PDCA cycle most
clearly, even though it itself is not a risk management framework but rather a broad
guideline for setting up an ISMS [9]. This is unlike the NIST Cybersecurity Frame-
work (NIST CSEF), which uses a cyclic construct of Identify, Protect, Detect, Respond,
and Recover, though its architectural constructs do not symbolize explicit PDCA, yet
shares similar iterative principles [10]. In essence, the PDCA cycle is an important
tool for ICT risk management as it offers an organized way for assessing and aiding
process improvement over time. Continually evaluating risk through an integrated
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risk management process helps govern risk in a continuous series of actions rather
than as one-time projects, fostering good governance and informed decision-making
[9].

The use of the PDCA method has had several beneficial and noteworthy impacts on
the Information Security Management System at SMAN 12 Bandung. By following
the PDCA cycle, the school was able to systematically plan, do, check and act to make
improvements to the existing information management system. As a result, the level
of compliance with the ISO 27001:2013 standard reached 100%, and 81.43% of the
procedures were successfully completed. In addition, user confidence in the security
measures in place has increased with 80% of students and 88.2% of school operators
believing that the aforementioned measures have been completed [11].

PDCA is used as continuous improvement and monitoring of company operations.
For Occupational Health and Safety Management System, the Plan stage includes
establishing occupational health and safety policies and company objectives, developing
a Plan that includes resource allocation, coordination of skills and systems, hazard
identification, risk assessment, and control. The Do stage includes implementing
occupational health and safety programs. The Check stage focuses on evaluating
performance and the responses given. Finally, the Act stage completes the cycle as a
whole, as the system must be monitored in the context of continuous improvement
and prepared for the next iteration of the cycle. [12]. This research shows that the
PDCA method can be used as a continuous improvement innovation by incorporating
the Safety Management System Model design to reduce the rates of safety.

Prior research on applying PDCA as a problem-solving methodology is necessary
to fully comprehend the issue. Furthermore, they pointed out that PDCA is unable to
handle numerous, intricate changes, especially when handling a large-scale study. The
effect of PDCA implementation in this study is that researchers may systematically
identify and analyze existing problems and provide more integrated solutions to
improve efficiency and safety for smartcard users in Brunei Darussalam [13].

Base on the study result at Instansi XYZ, it is concluded that The PDCA method
is very beneficial to document development and improve the process of the risk
management and successful operation of risk management. The above-mentioned
institution is an exception though as it seems the SPBE risk management, as observed
in the course of this research, has only been implemented in a low level. In summary,
this research illustrates, how, the use of PDCA can serve to enhance, Solidify and
make effective, risk management documents and the way that risk management may
be smoothly implemented [14].

Originally introduced by Deming in the field of quality management, PDCA
has increasingly been recognized as a critical enabler for continuous improvement
in dynamic and complex systems, including information security risk management.
Within the realm of IT governance and risk, PDCA supports adaptive, structured
responses, allowing organizations not only to implement controls but also to evaluate
their effectiveness, monitor their impact, and revise their strategies accordingly. While
frameworks like ISO/IEC 27001 and ISO 22301 include PDCA as a management
principle, most risk-specific framework such as ISO/IEC 27005, NIST SP 800-30,
and COBIT 2019, do not explicitly position PDCA as a central component. This
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study seeks to fill that gap by formally embedding the PDCA cycle into the final
phase of the hybrid risk management framework, establishing a sustainable feedback
mechanism that links technical risk processes with strategic governance objectives.

3. Analysis

3.1 Stages of the Hybrid Risk Management and IT Governance Framework

The hybrid framework is a framework resulting from the integration of several
frameworks, including ISO 27005, NIST SP 800-30, NIST SP 800-39, ISO 27002
and Cobit 2019. the framework design is carried out using identification, mapping
and comparative analysis. then a hybrid framework can be prepared based on the
existing IT risk management and governance framework. There are six stages of risk
management in this framework. The purpose of this framework is to perform risk
management by not only looking at the technical side but also from the governance and
strategic side and decisions at the management level. The stages of risk management
in this framework include Context Establishment, Risk Identification, Risk Analysis
and Evaluation, Risk Treatment/Control Selection, Monitoring and Review and the
last stage is Continuous Improvement as shown in the figure 2 below.

Context Establishment

ISOJIEC 27005 Risk Appetite
e Risk Criteria
o
. 00-39 5 NIST 5P 800-30
Continous 1SO/IEC 27005 COBIT 2019: AFO.12 Risk

Improvement Identification

ISOJIEC 27005

Risk Analysis and

Monitoring and
Evaluation

Review
COBIT 2019 EDM03.03 ISOAEC 27005

NIST 5P 800-39 NIST 5P 800-30
ISOfIEC 37005 ’ COBIT 2019 APO2

Monitoring Control
Monitoring KP1 and KRI Eval
Review new Risk Risk Prioritize

:28:?5 :?ggg Control Implementation

7t
COBIT 2019 DS505 Evaluate Control Effectiveness

Risk Treatment/
Control Selection

Figure 2. Risk Management Hybrid Framework

a) Context Establishment
This stage uses the adoption of ISO 27005 and NIST SP 800-30. The ISO
27005 framework defines the context setting stage to determine the scope, risk
criteria, and environmental factors that affect organizational risk. NIST SP 800-30
defines risk context with a technical approach. The main activity in this stage
is the determination of Risk Appetite and Risk Criteria. This is done so that the
organization can determine and evaluate the risks to the organization’s assets.
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Risk Identification

This methodology entails recognizing resources, possible dangers, and weaknesses
that might impact the ongoing provision of services. ISO 27005 alongside NIST
SP 800-30 lays the groundwork for pinpointing technical risks, whereas NIST SP
800-39 and COBIT 2019 broaden the scope of identification to address strategic
and governance-related risks.

Risk Analysis and Evaluation

This stage uses ISO 27005 to determine likelihood and impact, as well as residual
risk after initial controls. The NIST SP 800-30 and NIST SP 800-39 methods
are used to assess risk based on technical and system factors. COBIT 2019 is used
to determine risk mitigation priorities based on business impact. Risk Level is
calculated using likelihood and impact factors. Risk Level is used to determine
how a risk affects the organization and determine the mitigation actions required.
Risk Levels are categorized as Very Low, Low, Medium, High, and Very High,
with higher levels indicating urgency for mitigation. Residual risk is also assessed,
by comparing the risks that have been addressed after mitigation or control.
Prioritization is determined by risk level, with “Very High” as the primary focus
and “High” as a secondary focus.

Risk Treatment and Control Selection

This phase consists of choosing and putting into place suitable security measures.
ISO 27005 and ISO 27002 offer control guidelines, while COBIT 2019 (DSS05)
directs the application of controls within a governance framework. NIST SP
800-39 guarantees that there is consistency between risk reduction efforts and the
strategic goals of the organization.

Monitoring and Review

The organization continuously monitors the effectiveness of implemented risk
controls, including the use of Key Risk Indicators (KRIs) to assess performance.
COBIT 2019 (specifically EDM03.03) and ISO/IEC 27002 provide guidance for
periodic evaluation and adjustment of security controls, while NIST SP 800-39
enhances the strategic dimension of monitoring by ensuring that risk oversight
remains aligned with organizational objectives and changing threat landscapes.
Continuous Improvement

The entity assesses how well the risk management strategies are working, uti-
lizing Key Risk Indicators (KRI) as part of this evaluation. Both COBIT 2019
(EDM03.03) and ISO 27002 facilitate assessment efforts and regular modifications
to these strategies, while NIST SP 800-39 enhances the overarching aspect of the
monitoring procedures.

The application of the PDCA cycle at this stage essentially aims to strengthen the

organization’s security posture [15]. This includes the ongoing management of orga-
nizational assets in response to evolving risk exposures. In the hybrid risk management
framework, the continuous improvement phase serves as an important integrative
component, embedding the PDCA cycle to ensure that risk related processes are

not

only performed but also evaluated and improved periodically. In the Plan stage,

organizations revisit their risk objectives, assess the performance of previous strategies,
and identify newly emerging threats. The Do stage focuses on executing the updated
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risk treatment plan and implementing relevant control measures. During the Check
stage, KRI are analyzed, past incidents are reviewed, and the effectiveness of existing
and new controls is critically assessed. Finally, the Act stage initiate the necessary cor-
rective actions, security policy updates and knowledge-based improvements. PDCA
is a cycle that continues to repeat itself, so after the Act stage, it does not stop there,
the organization is required to repeat the risk checks that have been repaired to see
whether there are still gaps or whether they have improved. This iterative process
ensures that risk management remains dynamic, contextually relevant and strategically
responsive, shifting the organization’s approach from a static and reactive stance to
one that is proactive and constantly evolving.

3.2 Framework Validation

This hybrid framework is validated using two methods: 1) Testing the implementa-
tion of the framework at Directorate ABC, Agency XYZ, and 2) using the expert
judgment method from authorized persons in the organization for risk management.
The purpose of this validation is to assess the feasibility and suitability of the risk
management framework and IT governance in non-profit organizations. In addition,
it is also carried out to ensure that the implementation of PDCA can optimize risk
management.

3.2.1 Framework Implementing Test

In the first validation, a trial of the framework implementation was conducted at
the ABC Directorate, XYZ Agency. The implementation test was conducted to
ensure that the IT risk management and governance framework can be applied to
non-profit organizations, in this case XYZ Agency which is a non-profit government
organization. Risk management is carried out based on a hybrid framework with six
stages and seventeen (17) activities. The stages implemented as shown in Figure 2
starting from Context Establishment, Risk Identification, Risk Analysis and Evaluation,
Risk Treatment, Monitoring and Review and Continuous Improvement. The use of
PDCA is closely related to the previous risk management stages and its implementation
is driven by the results of risk evaluation and risk monitoring activities. Of the total
41 assets identified, the results showed that seven assets were included in the very high
and high categories, which are the organization’s priorities because they have a high
risk to assets. This score indicates not only a high possibility of a security incident but
can have an impact on the organization. The risk level is obtained from quantitative
calculations with the following formula:

Risk Level = Likelihood Level x Impact Level

The results of the risk level calculation are documented in table 1 below. The
table shows seven assets that have the Very High and High risk categories as the main
priority for mitigation and special treatment from the organization.

After the Risk Level is obtained, the process continues to the next stage, risk
analysis and evaluation, control implementation, monitoring review using Key Risk
Indicator (KRI), then continued to the Continuous Improvement stage. At this stage,
the PDCA Cycle is applied to priority assets. These assets are obtained from the results
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Table 1. Risk Level

No Code Asset Likelihood Impact | Risk Level Risk
Category
5
. Very
1 HWO001 | Server Database 5 (Very High) (Very 25
High
High) &
Net k-Attached > V
2 | Hwooy | TerworkAttache 5 (Very High) | (very 25 ery
Storage . High
High)
3 HWO012 Server Website XYZ 5 (Very High) | 4 (High) 20 High
4 | HWO15 | ServerCSIRT 4 (High) 5 (Very 20 High
High)
5 SW002 Aplikasi Simpeg 4 (High) 4 (High) 16 High
6 SWO007 Aplikasi Lapor CSIRT 4 (High) 4 (High) 16 High
7 | DOCOO1 | Data Pegawai 5 (Very High) | > VerY 25 very
High) High

of monitoring and review, which after control and KRI monitoring are carried out
there is no change, or even an increase in the risk level. Table 2 shows the application
of PDCA to priority assets. The table below shows the current conditions which
then become the basis for implementing the plan stage. Then continued with Do,
Check and Act. However, the PDCA process is not a process that is run once and
finished. PDCA is a cycle that is carried out repeatedly. This allows the organization
to conduct a review.

Table 2. Implementing PDCA

No Code Asset Plan Do Check Act
Evaluate the Refine backup
. Enhance backup Conduct data . i
effectiveness . . policies with
Server systems with recovery trials .
1 HWO001 of data backup ) o automation and
Database . geographic and incident .
and disaster . real-time
redundancy. log analysis. o
recovery. monitoring.
i Test encryption Integrate
Identify Implement end- . o
Network- . effectiveness periodic
weaknesses in to-end . .
2 HWO007 | Attached ) ) against encryption key
data encryption encryption X R
Storage . unauthorized rotation
protection. on NAS. .
access. policies.
Evaluate X Adjust access
Tighten access .
employee data . Conductregular | policies based
Data controls with . .
3 DOCoo1 | breaches and ) access auditsof | onthe principle
Pegawai . multifactor
unauthorized o employee data of least
authentication. .
access privilege.
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No Code Asset Plan Do Check Act
Analyze the Evaluate incident
. Update SIEM Conduct regular
s effectiveness N p response and CSIRT traini
erver systems for rainin
4 HWO015 of cyber incident Y perform forensics &
CSIRT . more accurate and update
detection and i on attacks that o
log correlation. incident SOPs.
response. occur.
Implement Tighten API
Review API Role-Based Analyze rate
5 SW002 Aplikasi authentication Access Control unauthorized limiting and
Simpeg and control (RBAC) and access attempts improve
mechanisms API| Gateway through APIs automated
Security. audit logs.
Adjust the
configuration
Evaluate the of the Web Conduct
. L . . Adopt threat
Server effectiveness Application simulation . .
. . . intelligence to
6 HWO012 | website | of protection Firewall (WAF) attacks ) )
. . . monitor traffic
XYz against DDoS and implement | (penetration .
. anomalies.
attacks cloud-based testing)
load
balancing.
Strengthen
. Evaluate the Apply Al to
Identify report .
o K L effectiveness detect
Aplikasi potential validation and
. . . of data anomalous
7 SWo07 Lapor manipulation implement o )
o . validation patternsin
CSIRT of incident immutable o
and reporter incident
reports. records-based o
i authentication. reports.
logging

The assets documented in Table 2 are closely linked to the risk evaluation and
monitoring stages, as these assets—having high residual risk levels—require continuous
management. Risk evaluation and monitoring serve as the foundation for the Plan
phase, where the organization analyzes existing control weaknesses and identifies
more effective mitigation strategies, thereby initiating the implementation of the
PDCA cycle.

At the Plan stage, organizations are required to formulate a control strategy, or
determine limits based on residual risk analysis and KRI monitoring. This is done to
consider existing control gaps, risk shifts, and current operational needs. For example,
on the Database Server, the organization plans improvements to the backup system
and disaster recovery plan by considering the shortcomings of existing controls.

The next stage is the Do stage, the organization is required to make the implemen-
tation of a mitigation plan through the application of both technical and administrative
controls, such as reconfiguring the backup system, strengthening multifactor authen-
tication, implementing data encryption or updating security software. This is done in
a structured and documented manner that is in line with the organization’s internal
capacity and policies. The main thing that is also important is that the implementation
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is prioritized based on the level of asset risk.

In the Check phase, the organization reviews the effectiveness of the controls
deployed. Activities include security audits, log analysis, functionality testing (such
as penetration testing or simulated attacks), and assessment of key performance in-
dicators. These results are then compared against the security objectives outlined
during the Plan stage. For instance, following the implementation of encryption on
the NAS device, its effectiveness in preventing unauthorized access was evaluated and
documented as part of the control assessment.

At the Act stage, this requires corrective action against what was produced at
the Check stage. If the control is ineffective, the organization can revise the control,
upgrade the device, revise the SOP or even if possible revise the policy, but this will
be very complicated bureaucracy. At this stage it can also include employee training.
So the implementation of PDCA is not only intended to overcome deficiencies in
technical matters, but also to strengthen risk governance to be more strategic and
adaptive to developing threats.

3.2.2 Expert Judgement Validation

Validation with expert judgment was carried out by involving four qualified people
from XYZ Organization. The validation process was carried out using a structured
questionnaire consisting of 34 implementation recommendations from 17 activities.
Each validator was asked to assess each recommendation by selecting "Agree" or "Dis-
agree" and was asked to provide feedback and suggestions for improvement through
the column provided. All validators agreed on each implementation recommendation
provided in this study. The validators consist of seven people, comprising four inter-
nal members from the ABC Directorate and three external members. The external
validators are experts in the fields of risk management and cybersecurity with more
than five years of experience.

After validation with expert judgment, calculations were performed using the
Content Validity Index (CVI). CVI was chosen as the primary validation metric because
it specifically measures expert consensus on the relevance of items, making it easy to
interpret and apply in the development of research instruments. Additionally, CVI
provides a clear indication of the proportion of experts who agree on the importance of
each item, making it highly suitable for validation purposes [16]. From the calculations
using the CVI method, an average CVI of 1.00 was obtained, which, based on the
Lawshe Table, has a critical threshold value of 0.99 for seven validators. Thus, the
validation results indicate that the recommendation for application within the hybrid
framework is valid and has a strong level of content relevance. The CVI calculation
result is 0.941 and falls into the “very good” category.

Based on the validation results, all validators have provided feedback and con-
structive recommendations regarding the implementation of the framework in XYZ
Organization. The results show an agreement that the hybrid framework can be un-
derstood practically and easily used in organizations. In particular, experts recognized
the inclusion of a special phase for continuous improvement in the framework, which
allows organizations to proactively and continuously identify risks associated with
critical assets.
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4. Discussion

The PDCA cycle is integrated as the final phase of the hybrid framework developed
in this research, with purpose to establishing a continuous improvement mechanism
for information security risk management. The implementation of PDCA was tested
at Directorate ABC, Institution XYZ, focusing on seven priority assets identified
as having high to very high risk levels. The success of PDCA implementation was
evaluated through three main dimensions: the regularity of the cycle’s execution, the
measurability of results, and the organization’s ability to adapt to changing risks.

In the first dimension, the execution of the PDCA cycle demonstrates a system-
atic mechanism for redesigning risk mitigation steps. The Plan stage successfully
reveals weaknesses in existing controls while also formulating improvement plans
that are more aligned with organizational needs. In the Do stage, planned mitigation
actions are implemented in a targeted manner, such as adjusting backup policies and
reconfiguring access controls. The Check stage is then carried out through audits,
log analysis, and functional testing to assess the effectiveness of the controls that have
been implemented. The Act stage produces corrective actions such as policy updates,
technical improvements, and the development of new procedures to strengthen system
resilience in the long term.

Quantitatively, the application of PDCA has proven to increase the consistency
of controls over high-value assets. Monitoring through a tracking table shows that
all seven priority assets have undergone the entire PDCA cycle with measurable
results. For example, for the Server Database asset, the effectiveness of backup con-
trols increased significantly after the implementation of redundancy systems and data
recovery testing. Meanwhile, the Simpeg application experienced a decrease in unau-
thorized access incidents thanks to the implementation of Role-Based Access Control
(RBAC), which had previously been identified as a weak point in access management.

From the perspective of adaptive response, the PDCA cycle provides flexibility
for the organization to adjust strategies in response to evolving risk dynamics. The
iterative process of PDCA not only allows for revisions to technical controls but also
encourages adjustments to work procedures and the strengthening of human resource
capacity, such as retraining the CSIRT team. Thus, PDCA does not focus solely
on evaluating technical aspects but also strengthens organizational governance and
culture in facing risks.

Based on the implementation test results, the PDCA cycle has proven to play a
crucial role in bridging risk evaluation outcomes with concrete improvement actions.
Integrating PDCA as the final phase in the hybrid framework makes the risk manage-
ment process more dynamic, proactive, and oriented toward continuous learning. The
effectiveness of PDCA in the context of this research lies not only in the systematic
nature of the cycle but also in its ability to build organizational resilience against
continuously evolving threats.

5. Conclusion

This research has specifically succeeded in optimizing information technology risk
management through the implementation of a continuous improvement stage based
on the PDCA cycle within a hybrid framework. The results of implementation
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at Directorate ABC, a government non-profit organization, demonstrate that this
approach is effective in enhancing IT risk governance, particularly through adaptive
capabilities in response to evolving threats and the strengthening of a culture of
learning and continuous improvement. The hybrid framework, which integrates
international standards such as ISO 27005, NIST SP 800-30, NIST SP 800-39, ISO
27002, and COBIT 2019, not only strengthens technical and compliance aspects but
also ensures that the risk management process remains relevant to organizational
needs.

The main contribution of this research is the demonstration that optimization of IT
risk management can be achieved through the application of a hybrid framework that
explicitly integrates a continuous improvement stage based on the PDCA cycle. The
results of implementation and expert judgement validation at Institution XYZ indicate
that this framework can be easily adopted, supports continuous improvement processes,
and strengthens organizational resilience in the face of information technology risks.

For future research, it is recommended that this framework be tested in other
organizations with different profiles in order to assess its scalability and flexibility.
Additionally, organizations may consider the use of automation systems based on
GRC (Governance, Risk, and Compliance), as well as real-time integration with risk
indicator dashboards (KRIs), to further enhance the efficiency of risk monitoring.
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