
 

Abstract 

A smart hOme cOnsists Of various sensOrs and actuatOrs that can cOmmunicate with each 

Other. In addition, various hOme appliances have similar capabilities. TherefOre, the 

smart hOme became one of the Internet Of Things (IOT) applications. This application 

utilizes multiple devices prOvided by various vendOrs. Hence, there are different challenges 

fOr the Smart HOme Applications. One of the challenges is security. The difficulty Of 

updating device firmware and the presence of illegal devices inserted intO the netwOrk 

can cause security prOblems in IOT. BlOckchain has been prOposed as One sOlution tO 

address these challenges. In this paper, we investigate and evaluate the perfOrmance of 

the blOckchain-based sOlution fOr smart hOme IOT. Our experiment results shOw that 

the BlOckchain can secure the IOT-based smart hOme, but it tOOk 47% lOnger fOr packet 

delivery. 
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1. Introduction 

Smart HOme is One popular application fOr the Internet Of Things (IOT). The smart 

hOme is equipped with various sensOrs and actuatOrs that can cOmmunicate with each 

Other. The sensOrs are responsible fOr capturing the data inside and Outside of the 

hOuse. Meanwhile, the actuatOrs are accOuntable fOr responding accOrdingly. The 

sensOrs and actuatOrs use cOmmunication technolOgy tO exchange data sO each device 

can understand the hOuse’s situation. 

In addition, various hOme appliances inside the hOme are alsO equipped with 

sensOrs, actuatOrs, and cOmmunication technolOgy. Then, the ideal situation is that 

these devices can cOmmunicate and exchange data with the smart hOme tO prOvide 

the services that fit the user’s needs. This ideal situation becOmes the challenge in the 

mailto:i.gde@ui.ac.id


116 I Gde Dharma Nugraha et al. 
 

 

smart hOme scenario, where it incOrporates various devices frOm various vendOrs and 

has multiple standards and cOmmunication fOrmats. 

SOme challenges Of the IOT-based smart hOme are security and data validation [1, 

2]. Security challenges arise because of cOmmunication technolOgy as a medium fOr 

exchanging data between devices. The wrOng people will likely steal infOrmation 

frOm the IOT device netwOrk. AlsO, the data may be tampered with Or brOken in 

the way, sO it becOmes not valid. The invalid infOrmation may result in the hOme’s 

intelligent system making the wrOng decision [3]. 

TherefOre, various sOlutions have been prOposed tO imprOve the security Of the 

IOT-based smart hOme. The prOposed sOlution utilizes the netwOrk prOtOcOl’s security 

standards and enhances the Gateway’s security.  The Gateway is the dOOr fOr IOT 

devices tO cOmmunicate thrOugh the internet. HOwever, the usage of the secure 

netwOrk prOtOcOl is cOmplicated. The usage of the Gateway alsO becOmes a prOblem 

when the Gateway fails. Hence, the prOper sOlution is needed tO sOlve the security 

prOblem Of the IOT-based smart hOme. 

This study prOposed a sOlution based On the BlOckchain (BC) tO address the 

security challenge. With the blOckchain apprOach, we use a hierarchical structure. 

This hierarchical structure cOnsists Of three levels: IOT devices, netwOrk Overlay, and 

clOud stOrage. In the netwOrk Overlay, mOre than one Gateway is incOrporated tO 

prOtect and verify the data. Each Gateway acts as the hub manager fOr the set Of IOT 

devices. This Gateway then becOmes the BC netwOrk member, mining the valid data 

intO the distributed ledger. This Gateway is lOcated in the clOud stOrage tO manage 

the stOrage dynamically. Then, we evaluate the perfOrmance of the prOposed sOlution 

using the STRIDE mOdel and examine the netwOrk perfOrmance. 

The remainder Of this paper is Organized as fOllOws. Section II describes the main 

cOmponent Of the design. Section III describes the implementation and the setup used. 

Section IV presents the results Of the measurements. Section V analyzes the speed and 

security Of the system, and Section VI cOncludes this paper. 

 
2. Main components of the Proposed Solution 

2.1 Internet of Things (IoT) 

Internet Of Things (IOT) refers tO the intercOnnection of smart devices tO cOllect 

data and make intelligent decisions [4]. The Internet Of Things, Or IOT, refers tO the 

billions Of physical devices wOrldwide now cOnnected tO the Internet, cOllecting and 

sharing data. Thanks tO the arrival Of cheap cOmputer chips and wireless netwOrks, 

everywhere is becOming part Of the IOT. COnnecting all these different Objects and 

adding sensOrs tO them will add a level Of digital intelligence tO devices that are 

usually called "stupid" [5], enabling them tO cOmmunicate real-time data withOut 

invOlving humans. The Internet Of Things makes the wOrld Order mOre intelligent 

and responsive by cOmbining the digital and physical wOrlds. 

The idea of adding sensOrs and intelligence tO basic Objects was discussed thrOugh- 

Out the 1980s and 1990s [6]. IOT allOws users tO manage and Optimize electrOnic and 

electrical equipment using the Internet. It is estimated that shOrtly, mOst cOmmunica- 

tion will Occur between cOmputers and Other electrOnic equipment linked tO each 

Other, and infOrmation will be exchanged between them, thereby reducing human in- 
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teraction. One of the main challenges in IOT is bridging the gap between the physical 

wOrld and the infOrmation wOrld [6]. SensOrs perfOrm this prOcess in general [4]. They 

serve as an interface between the user and the equipment. SensOrs cOllect raw physical 

data frOm real-time scenarios and cOnvert them intO a machine-understandable fOrmat 

tO be easily exchanged between various "Things" [6]. 

The Internet Of Things (IOT) has many applications, including smart grids, smart 

cities, and health management [7]. HOwever, the increasingly invisible, dense, and 

widespread cOllection, prOcessing, and dissemination of data during private life pose 

severe security and privacy cOncerns. SOme of the intrinsic features Of IOT amplify its 

security and privacy challenges, including lack Of central cOntrOl, heterOgeneity in 

device resOurces, multiple attack surfaces, cOntext-specific risks, and scale [8]. 

 
2.2 Blockchain (BC) 

BlOckchain is a distributed ledger Or digital ledger Of cryptOgraphically signed trans- 

actions grOuped intO blOcks [9]. BlOckchain is a type of database [9]. BCs cOllect 

infOrmation tOgether in clusters, alsO known as blOcks, which hOld cOllections Of 

infOrmation. BlOcks have a specific stOrage capacity and, when filled, are chained tO 

previously filled blOcks, fOrming a data chain known as a "BlOckchain" [9]. All the 

new infOrmation that fOllOws the newly added blOck is cOmpiled intO a freshly fOrmed 

blOck, which will alsO be added tO the chain once filled. 

In the BlOckchain, each node has a cOmplete recOrd that has been stOred On 

the BlOckchain since its inception [8]. FOr BitcOin, data is the entire histOry Of all 

transactions. If One node has an errOr in its data, it can use thOusands Of Other nodes 

as a reference point tO cOrrect itself. In this way, no single node in the netwOrk can 

change the infOrmation stOred On it. Because of this, the transaction histOry in each 

blOck that makes up the BlOckchain cannot be changed. 

BlOckchain netwOrks can be categorized based On their permission mOdel, deter- 

mining whO can issue blOcks [9]. There are twO categorizations in the BlOckchain 

netwOrk: 

1. Permissionless: is a decentralized ledger platfOrm Open tO anyOne whO issues blOcks 

withOut requiring permission frOm any authOrity [9]. In permissionless, users 

can create private addresses and then interact with the netwOrk by helping the 

netwOrk validate transactions Or simply sending transactions tO Other users. The 

first type of permissionless BlOckchain is BitcOin [9]. Users can interact with 

the netwOrk by participating in the mining prOcess. It is the prOcess Of sOlving 

cOmplex mathematical equations and then using them tO validate transactions. 

2. Permissioned: refers tO a netwOrk where users whO publish blOcks must be authO- 

rized by a specific authOrity (either centralized Or decentralized) [9]. SO, there 

is One difference frOm permissionless: users will interact with the netwOrk. Per- 

missioned systems are alsO known tO have limits On cOnsensus, leaving allOwed 

netwOrks tO be cOnfigured in such a way and fully cOntrOlled by the owner. A 

permissioned blOckchain netwOrk can be used with Open-sOurce or clOsed-sOurce 

sOftware. 

There are many benefits Of permissioned, which make it the mOst preferable tO 

use cOmpared tO permissionless. First, its efficient perfOrmance, when cOmpared tO 
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permissionless blOckchains, its perfOrmance and perfOrmance is better. The main 

reasOn behind this is the limited number Of nodes On the platfOrm [7]. RemOving 

unnecessary cOmputations required tO reach cOnsensus On the netwOrk imprOves 

Overall perfOrmance [9]. In addition, it allOwed netwOrks tO have predefined nodes 

tO validate transactions. SecOnd, the prOper governance structure, the permitted 

netwOrk dOes have the apprOpriate governance structure. SO, it is usually cOnfigured 

as decentralized [9]. Permitted netwOrks alsO use BlOckchain prOperly, including 

leveraging its decentralized nature fOr data stOrage. TherefOre cOst-effective. 

 
2.3 Cryptographic Hash 

Hashing is One of the mOst important features Of blOckchain technolOgy. Hashing 

enfOrces security measures On nodes that verify transactions and add blOcks tO the 

BlOckchain via hash functions. The hash function is an essential mathematical Op- 

eration used in blOckchain platfOrms [10]. FOr example, it is required fOr prOOf Of 

wOrk, which is an essential cOmponent in fOrming cOnsensus amOng miners On the 

BlOckchain. It accepts inputs Of various sizes and cOnverts them intO Outputs Of a 

specific size [10]. Useful fOr data authenticity and integrity, shOwing any changes 

tO the input data. TherefOre, manipulating the original data will cause a mismatch 

between the hash value of the manipulated data and the original data. 

The cryptOgraphic hash function often used in many blOckchain implementations 

is the Secure Hash Algorithm (SHA), with an output size of 256 bits (SHA-256) 

widely supported by hardware. It makes SHA-256 fast tO cOmpute. SHA-256 has 

an output Of 32 bytes (1 byte = 8 bits, 32 bytes = 256 bits), generally displayed as a 

64-character hexadecimal string. 

 
2.4 Addressing and Derivation 

SOme blOckchain netwOrks use addresses, which are shOrt alphanumeric character 

strings derived frOm the public key Of a blOckchain netwOrk user using a cryptOgraphic 

hash function, with sOme additional data (e.g., version number, checksum) [9]. Users 

cOnnected tO the same netwOrk know each Other’s addresses befOre they initiate any 

transfer. In a transaction, the "tO" and "frOm" cOmponents are certainly known by 

bOth parties. With the asymmetric key methOd, we can use the public key tO generate 

addresses, apply cryptOgraphic hashes, and cOnvert the hashes tO text. 

With sOme blOckchain netwOrks (especially permissionless Ones), users must se- 

curely manage and stOre their private keys [9]. NetwOrk users Often use sOftware tO 

keep themselves safe. This sOftware can be referred tO as a digital wallet. In addition 

tO stOring and managing keys, wallets are often used tO calculate the number Of digital 

assets Owned. If the user lOses the private key, then any Owned digital assets assOciated 

with the private key will be lOst, and the user will lOse eligibility fOr the digital asset 

because it is not cOmputationally feasible tO generate the same and similar private keys. 

Figure 1 shOws the general structure of the BlOckchain. 

 
2.5 Ethereum 

Ethereum is Open access tO digital mOney and data-friendly service fOr everyOne 

[11]. Ethereum is the cOmmunity-built technolOgy behind the cryptOcurrency ether 
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Figure 1. Generic Blockchain Structure 

 

(ETH) and the thOusands Of applications tOday. Ethereum was first intrOduced in 

2012 by Vitalik Buterin, a prOgrammer frOm TOrOntO. Ethereum bOrrOws heavily 

frOm the BitcOin prOtOcOl and the underlying blOckchain technolOgy. The structure 

Of the Ethereum blOckchain is very similar tO that Of BitcOin in that the twO share 

a cOmprehensive transaction histOry. Every node in the netwOrk has a cOpy Of the 

transaction. The main difference with Ethereum is that netwOrk nodes alsO lOg the 

current status Of each transaction in addition tO ether transactions. The netwOrk 

must track all Ethereum applications’ status, user balances, intelligent cOntract cOdes, 

and stOrage lOcations. On the other hand, BitcOin uses an unused transaction output 

prOtOcOl tO track whO Owns hOw many bitcOins. 

Ethereum is used in this research because it prOvides an open-sOurce and easy- 

tO-use framewOrk.  Ethereum is the secOnd largest blOckchain netwOrk, sO many 

cOmmunities are invOlved in its develOpment. Hence, we utilize ethereum in this 

research tO evaluate its perfOrmance in the IOT use case. 

 
2.6 Smart Contracts (SC) 

Smart COntracts are self-executed cOntracts with the terms Of the agreement between 

the buyer and seller written straight intO lines Of cOde. The cOde and agreements 

therein exist acrOss a distributed and decentralized blOckchain netwOrk. COde cOn- 

trOls execution, and transactions are traceable and immutable. NOdes run SC in the 

blOckchain netwOrk; all nodes running SC must get the same execution result, which 

is recOrded On the BlOckchain. 

In Ethereum, SC is an Ethereum accOunt type. SCs have balanced and sent 

transactions Over the netwOrk (COmmunity guides and resOurces | ethereum.Org, n.d.). 

HOwever, they are not cOntrOlled by the user. Instead, they are prOpagated tO the 

netwOrk and executed as prOgrammed. The user accOunt can then interact with the 

SC by sending transactions that perfOrm the specified functions On the SC. SC can 

define rules like regular cOntracts and autOmatically enfOrce them via cOde. SC can be 

used tO create various Decentralized Applications (DApps), including games, digital  

cOllections, Online vOting systems, financial prOducts, and many Others [11]. 

SC is usually written in a high-level language, such as SOlidity. HOwever, they 

must be cOmpiled tO lOw-level bytecOde that runs On EVM [11]. Once cOmpiled, SC 



120 I Gde Dharma Nugraha et al. 
 

 

is implemented On the Ethereum platfOrm using custOm cOntract creation transactions 

identified by being sent tO a specific cOntract creation address. Each cOntract is 

identified by an Ethereum address derived frOm the cOntract creation transaction as a 

function of the originating accOunt and the nonce. Ethereum cOntract addresses can 

be used in transactions as a recipient, sending funds tO a cOntract, Or calling one of 

the cOntract functions. On SC, the cOntract builder dOes not get any privileges at the 

prOtOcOl level (althOugh it can be prOgrammed explicitly in SC). 

 
2.7 Azure Ethereum Cloud Nodes 

The Azure clOud platfOrm is a public clOud cOmputing platfOrm with services such 

as Infrastructure as a Service (IaaS), PlatfOrm as a Service (PaaS), and SOftware as a 

Service (SaaS) that can be used fOr services such as analytics, virtual cOmputing, stOrage, 

netwOrking, and much mOre [12]. Azure can be used as a replacement Or addition 

tO a lOcal server [13]. One of the services frOm Azure is Ethereum BlOckchain called 

Ethereum BlOckchain as a Service (EBaaS) [14]. SO that individuals and develOpers 

can have a clOud-based scalable BlOckchain envirOnment, it cOntains twO tOOls that 

enable Smart COntract and BlOckApps-based applications. 

 
2.8 Ganache 

Ganache makes it possible tO create a private Ethereum blOckchain tO run tests, execute 

cOmmands, and check statuses while simultaneously cOntrOlling hOw the chain operates 

[15]. Many develOpers use this tO test smart cOntracts. Ganache prOvides easy-tO-use 

tOOls such as advanced mining cOntrOls and a built-in blOck explOrer. 
 

3. Implementation 

The initial step taken frOm this research is tO determine the design of system require- 

ments in sOftware and hardware. The basis fOr determining specifications fOr testing 

the system used is ideally using a tOpolOgy, as shOwn in Figure 2. 

 

Figure 2. Overview of the Smart Home: Describes a decentralized access management system that uses 

BC technology to store and distribute access control information 

 
All entities except IOT devices and Management Hub/Overlay NetwOrk nodes 

will be part Of the blOckchain technolOgy. The nodes in the blOckchain netwOrk must 
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include a cOpy Of the BC. BC can be extensive and will cOntinue tO increase over time. 

MOst IOT devices cannot stOre BC infOrmation due tO its limited nature. As a result, 

BC is not included in the IOT device. Alternatively, it defines a new node called a 

management hub that requests access cOntrOl infOrmation frOm the BlOckchain on 

behalf Of the IOT device. A manager interacts with the SC tO define system access 

cOntrOl policies. 

BC NetwOrk in architecture is a private BC fOr the sake of simplicity. Private BC 

was used because it gives mOre definite results when evaluating the system. HOwever, 

in real scenarios, public BC shOuld be used tO facilitate develOpment.  A private BC 

is a BC that anyOne can read but Only written by private nodes. Miners help keep 

the netwOrk safe and stable by apprOving transactions and keeping a cOpy Of the 

BlOckchain. NOdes can stOre and access specific device access cOntrOl policies glObally 

using the BC interface. This infOrmation is entirely decentralized and cannot be 

tampered with. 

An edge gateway device is a management hub/Overlay netwOrk that will function 

as an intelligent cOntract mOdule, Hub and Agent, and edge node befOre entering the 

Azure Ethereum clOud node netwOrk as a blOckchain netwOrk. 

There are 6 phases fOr the transaction flOw, as shOwn in Fig. 3: 

1. JOb Request: In the initial stage, when the leaf device sends data with a transaction, 

the leaf device will send a jOb request tO the manager fOr further prOcessing. This 

prOcess will be handled by EdgeHub, which will act as an intermediary tO create 

smart cOntracts and cOntrOl the intelligent cOntracts against the IOT Hub. 

2. Smart COntract Request: This stage lOgs and requests tO create a smart cOntract tO 

the Ethereum edge node. 

3. Header Chain and Other requests: Only transactions will be carried Out at the 

edge gateway device. At this stage, a header chain will be given; if there are other 

requests, it will be given after the header. Mining and hashing are dOne in the 

next phase. 

4. Hashing: The Ethereum clOud node will receive the header, which will be hashed 

and returned tO the edge node. Inside the Ethereum clOud node, an Ethereum 

cluster has already been installed. 

5. Smart COntract Acknowledge: After the digest value (the result Of prOOf Of wOrk) is 

Obtained, the smart cOntract will be apprOved. If the digest value given is different, 

it will be rejected. 

6. COnnect tO IOT Hub: The last stage is when the smart cOntract has been apprOved 

and cOnnected tO the IOT Hub. 

This implementation fulfills several prerequisites, including IOT Hub, IOT Edge 

Device, and End Device on Azure POrtal. Then, befOre all three can be cOnnected 

tO the Raspberry Pi 4 device, a registry must be created that aims tO be a third party 

between the Azure platfOrm and the device. This registry can be created with Azure 

COntainer. After all the prerequisites mentioned have been made, it can be deplOyed 

intO the Raspberry Pi 4. 

After deplOying the Raspberry Pi 4 tO the Azure IOT Hub netwOrk, Smart cOntracts 

can be built using ganache-cli. Writing the fOllOwing cOmmand at the cOmmand 

prOmpt will test ganache-cli tO generate smart cOntracts. 
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Figure 3. Smart Contract Module for Blockchain 

 
 

AccOunt Opening needs tO be perfOrmed befOre ganache-cli can be used. The 

user must register his device with ganache and then assOciate the device with a user. 

When the smart cOntract test succeeds, it can be cOnnected tO Azure. 

 
4. Evaluation 

The purpose of using BlOckchain in IOT is tO maintain high security withOut sig- 

nificantly reducing the speed Of sending messages. The test scenario will analyze 

the device’s perfOrmance using the created mOdel. The BlOckchain NetwOrk node 

can be checked using GO Ethereum (Get) On Azure Bash. Geth’s function is tO run 

Ethereum nodes implemented in GO Language. Geth will cOnnect tO an already im- 

plemented live BC. Geth alsO functions as a cOnsOle tO enter cOmmands and perfOrm 

certain functions, such as function eth.getTransactionReceipt("Hash[, callback]") will  

return the transaction receipt with the transaction hash. Then, the "frOm" data can be 

re-tracked On the lOgs that Azure IOT Hub has created. 

 
4.1 Security Evaluation 

There have been various studies On IOT and Smart HOme security and privacy. AuthOr 

[15] points Out that IOT devices lack essential security prOtection by hacking intO 

various Smart HOme devices such as intelligent lights, smOke alarms, and CCTV. The 

authOr [16] argues that Smart HOme is vulnerable tO attacks by the user’s smartphOne 

even if the hOme gateway cOntrOls the exchange of packets tO and frOm hOme. 

The authOrs [17] prOpose three mOdules tO prOtect user privacy in Smart HOmes. 

The data cOllection mOdule cOllects user data frOm the Smart HOme and sends it tO the 

receiving mOdule, stOring it in twO different data sets. The results mOdule cOntrOls 

user access tO data tO prOtect privacy. This methOd ensures that Only the actual user 

can access the data. In addition, using twO data sets can be guaranteed tO link different 

user data with each Other. HOwever, this methOd dOes not prOvide data privacy when 
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Table 1. STRIDE Threat Categorization 

 

 

the user needs tO shOw his data tO the service prOvider. 

The methOd that will be used fOr testing is the STRIDE mOdel. STRIDE evaluates 

the detailed design of the system. STRIDE is used tO identify system entities, events, 

and system cOnstraints. STRIDE applies a standard set Of known threats by name, 

mnemOnics, as shOwn in Table 1. 

Security is critical in any management system. AlthOugh the system design 

aims tO facilitate resOurce access cOntrOl in a limited scenario, the sOlution must 

prOvide a satisfactOry level Of security. STRIDE classifies threats intO six categories 

under abbreviations tO identify threats in the system, as shOwn in Table 1. AlthOugh 

blOckchain technolOgy prOvides a certain level Of security, such as data integrity and 

reliability, IOT devices are not part Of the BC netwOrk and must rely On their access 

cOntrOl decisions tO the management hub node. The fOllOwing fOrms Of testing are 

carried Out On the system: 

1. SpoOf: A malicious Management Hub can be deceptive (impersOnating a manage- 

ment hub). Management Hub is essential because it becOmes a liaisOn between 

End Device and BC NetwOrk. In addition, Management Hub serves as a prOvider 

Of Smart COntracts fOr End Devices. Testing is dOne by experimenting with 

changing the identity Of the IP address. 

2. Tamper: MOdify access cOntrOl infOrmation sent tO IOT devices directly frOm 

Smart COntracts. 

3. Repudiation: Management Hub claims not tO transmit data. Data is added, but the 

Hash prOcess in brute fOrce stOps, sO the digest value created dOes not match BC. 

4. Denial Of Service: DOS with unauthOrized infOrmation frOm IOT devices. DOS is 

perfOrmed with a Distributed Denial Of Service attack using LOw Orbit IOn Can- 

non (LOIC) with High-Rate DDOS mOde where infected IOT devices (Gateway 

and End devices) flOOd the BC netwOrk nodes. 

 
4.2 Message Speed Evaluation 

The test is carried Out using the temperature sensOr data transmission obtained frOm 

the dataset, which will then be tested fOr the speed Of sending the message. Then, 

test the fee of each message. The test will be based On data obtained frOm the Edge 

Gateway Device. Testing is dOne by using a dataset. The data in the dataset is real- 

time temperature data that will be sent every 5 secOnds and carried Out within 1 hOur. 

The data taken is the average message prOcessing time in millisecOnds and the packet 

Overhead required tO send the message (BlOckchain-implemented devices). Packet 
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Overhead is the length Of the packet tO be transmitted. 

 
Table 2. Time Measurement Results Without Blockchain 

 

As shOwn in Table 2, the average time fOr a device withOut the BlOckchain is 

26,989 ms. Time is measured in 3 parts: 

1. Transaction Period Client – Gateway: The time it takes between the Client Or 

end device tO the Gateway. In this setting, the device periodically sends its data tO 

the Gateway. This methOd is typical fOr various innovative hOme prOducts tOday, 

such as thermOstats. 

2. Transaction Period Gateway – Server: Time required between Gateway tO Server 

tO cOnfirm Smart cOntracts tO Server Ethereum ClOud NOdes (Transaction + 

Mining). 

3. Access Transaction: Access is granted when the Smart cOntract has been verified 

and can cOnnect tO the Azure IOT Hub. 

The data obtained is measured in units Of millisecOnds. In IOT, every millisecOnd 

matters, especially fOr use cases like intelligent hOme mOnitOring. In Table 3, it is 

shOwn that the time required fOr the device with BlOckchain is 39,606 ms—an average 

increase of 46,75% frOm the previous. 

Table 3. Time Measurement Results of IoT Devices with Blockchain 

 

 

 
5. Analysis 

5.1 Security Analysis 

Signed certificates can sOlve SpoOf issues. Management hub nodes can get signed 

certificates frOm certificate authOrities, and IOT devices can verify the authenticity Of 

management hub nodes. Once an IOT device registers with another IP Address tO the 

system fOr the first time, a malicious manager at BC can claim cOntrOl Of that device. 

HOwever, IOT devices must verify registration under the manager befOre operations 

are accepted in BC. Otherwise, any manager can register any device under his cOntrOl. 
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Queries frOm IOT devices tO Management hub nodes are not transactions in BC fOr 

live perfOrmance, and BC lOses the ability tO verify which Management hub nodes 

cOrrectly enfOrce access cOntrOl rules. The infOrmation can be stOred lOcally in any 

management dOmain where the IOT device resides. Since an IOT device can be part 

Of different management dOmains Over its lifetime, it will be spread acrOss multiple 

nodes, making it difficult tO audit and track it. BC can fOrce the Management hub 

node tO use transactions instead Of queries fOr critical access cOntrOl systems. This 

sOlution causes a reduction in perfOrmance but can increase security in the system. 

The created design has a hierarchical defense against this attack. The first level 

Of defense can be attributed tO the fact that attackers are unlikely tO install malware 

directly On Smart HOme devices because these devices are not directly accessible. 

Miners must check all transactions. Suppose the attacker can still enter and infect the 

device. In that case, the secOnd level Of defense is that the miner must authOrize all 

Outgoing traffic by checking the access cOntrOl policy headers. Since DDOS attack 

traffic requests will not be authOrized, they will be blOcked frOm leaving the Smart 

HOme. 

 
5.2 Message speed Analysis 

Tables 2 and 3 cOmpare the time it takes tO send data frOm the end device tO the 

Gateway and fOrward it tO the Azure IOT Hub. The mOst significant time required by 

the device is the Transaction Period Gateway – Server Of 50,356 ms and 69,912 ms fOr 

devices withOut and with BlOckchain, respectively. It takes mOre time tO cOnnect tO 

the IOT Hub because of the authOr’s internet influence, and Ethereum ClOud NOdes 

alsO carry Out the influence of mining and transaction calculations. TO register a 

Gateway Device, the device must have an address frOm the mining poOl prOvided by 

ganache-cli. The transaction can be carried Out after Obtaining the address frOm the 

aggregation. Access will be denied when the address requesting access dOes not match 

when re-searched thrOugh the returned address histOry Or aggregation. 

In bOth tables, the shOrtest time can be seen: the Access Transaction of 10,471 ms 

On devices withOut BlOckchain and 18,651 ms On devices with BlOckchain installed. 

Access Transactions can be granted when edgeHub has access tO the IOT Hub. Data 

will go in and Out Of and tO the Azure IOT Hub when this happens. The time required 

will be smaller because it is Only intended tO access and receive data frOm and tO the 

Azure IOT Hub. 

Packet Overhead alsO affects the system’s transaction speed. If we cOmpare the 

packet Overhead Of devices with BlOckchain and devices with BlOckchain, it can be 

seen that there are mOre packets On devices with BlOckchain. 

Figure 4 shOws the test results.  The average of each Operation gets a difference 

Of apprOximately 47% lOnger. The methOd applied by the authOr causes this average 

tO require mOre time tO perfOrm calculations–especially the mining prOcess frOm 

Ethereum On the Azure IOT platfOrm (Ethereum ClOud NOdes). 

When cOmpared in real-time, as in Figure 5, it can be seen that the time difference 

between devices withOut BC and devices with BC takes 18 – 69 ms when cOmpared 

withOut BC, which takes 10 – 50 ms, sO the difference between the twO systems is 

Only 8 – 20 ms apart. As a reference tO the authOr Of the paper (ZhOu et al., 2018), 
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Figure 4. Device Comparison with and without Blockchain 

 

it takes 27 – 38 ms tO prOcess the three operations with a difference of 9 – 31 ms. 

The time difference between devices with and withOut BC, as applied by the authOr, 

shOws a number that is not very different. This time difference can alsO be affected by 

the internet cOnnection used by the authOr. 

 

Figure 5. Comparison of 100 times Device transactions with and without Blockchain in real-time 

 

 
6. Conclusion 

This study carried Out the BlOckchain application with Ethereum ClOud NOdes as 

the BlOckchain NetwOrk and Ganache-Cli as the Ethereum envirOnment. Ethereum 

ClOud NOdes allOw IOT devices tO implement BlOckchain with small resOurces. 

Ganache-Cli allOws fOr the application of Ethereum as the basis fOr BlOckchain. 

Our experiment shOws the effect Of packet Overhead On the time required tO 

make a transaction. HOwever, implementing blOckchain technolOgy can support data 
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transaction systems between IOT devices in a decentralized manner by implementing 

smart cOntracts. The result shOws a decrease in speed Of 38 – 40 ms in tOtal fOr all 

Operations in transaction prOcessing. HOwever, the decline is insignificant and wOrth 

cOnsidering the security and privacy benefits it Offers. 
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